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Executive Summary
This document is the second version of deliverable 1.2, due in project month
M24. In the description of work, deliverable 1.2 is described on page 37. In
this version, the catalogue of interaction patterns has been extended and the
description of all patterns have been updated.

This deliverable discusses interaction patterns and related aspects. These
interaction patterns have been derived based on the challenging scenarios and
use-cases gathered for the Future Internet applications.

As described in the Description of Work, Deliverables 1.2 and 1.3 together
provide four outputs that are closely linked:

• Selection and Description of the Use Cases (D1.2, Sections 5 and 6).

• Interaction Patterns (D1.2, Section 2).

• Expected Security Properties for the Interaction Patterns (main con-
tent of D1.3)

• Informal Security Policies and Policy Expressiveness Requirements (D1.3,
Section 3).

In the following, the structure of this deliverable is presented. After a
short introduction in Section 1, which discusses the motivation for Interaction
Patterns, Section 2 presents the definitions and basic terminology regarding
interaction patterns and presents how we describe them.

Section 3 presents our catalogue of interaction patterns for the Future
Internet, which have been carefully chosen and categorized to cover the in-
teraction scenarios described in Section 4 and the use cases described in
Sections 5 and 6. These interaction patterns help to understand, differen-
tiate, and describe plausible cross-domain interaction requirements, cross-
domain trust boundaries and considerations, and technical and legal security
requirements. The interaction patterns are presented coherently, including
an abstract summary, the problem that is to be solved, the context in which
this particular problem appears and the constraints under which it should
be solved, a technical description of the solution, including in diagrammatic
interaction work flow, the consequences, trade-offs, alternatives, and specific
examples of implementations.

Section 4 contains a set of emerging, challenging, and innovative usage
scenarios of the Future Internet. These scenarios have been selected by all
partners as a representative set from the perspective of the main problem
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fields of mash-up security, which are addressed by the technical work pack-
ages: WP2 Secure Web Interaction, WP3 Information-Flow Control, and
WP4 Secure Composition.

Section 5 contains the description of the use case WebHealth in the ap-
plication domain e-Health. Section 6 contains the description of the use case
Sales Everywhere in the application domain Sales and provision of Software-
as-a-Service.
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1 Introduction
The emerging Future Internet is characterised, among others, by the dy-
namic interaction between different entities, composing and enriching the
raw data and the pieces of functionality, which leads to new functionalities
and services. The interaction between the different entities can be catalogued
according to some established patterns, not only in the case of mashups but
also in more conventional cases, say, using remote procedure calls with SOAP
or using Web Service Standards. For us, mashups are really challenging be-
cause the different entities could access data (say, the DOM in the browser)
in an uncontrolled and insecure manner where the conventional mechanisms
for access control are not effective. In the conventional cases there exist
well-established security mechanisms to solve these data access problems.

Mashups combine data from multiple sites into a single web page, which
is presented to the user. A crucial aspect of this technology, that appears as
a side-effect, is that the different sites also obtain information about the user
and his activities. In a digital world in which information is easily collected
and processed, this generates many privacy risks. The preferred technology to
build mashups is to use application platform interfaces (APIs). For example,
Amazon and Google offer APIs to other sites in order to let them use services
in a customized manner in their mashups. Web sites use Hypertext Markup
Language (HTML) links, such as image source references and iFrames to
retrieve content from third-party web sites and incorporate it into a page.
The reason to retrieve (or to send) some data may be a script in the page.
In the case of libraries and APIs, there may be some technical means to deal
with the same origin policy of JavaScript, and the several sources are sharing
user-related data without explicit user intervention or notice.

This deliverable describes some well established patterns of interaction
between different entities. Notice that the word Interaction Pattern could
also be used in another sense: to describe the standard ways that a user in-
teracts with a browser or a device. In fact, [31], [80], [22], [40], [90] and others
use the term “Interaction Patterns” to mean “Interaction Design Patterns”,
“HCI Patterns” or patterns that describe the way the user interacts with a
device, a browser, or even a (single) server. We are particularly interested
in the interaction between entities in different administration domains and
how they share data. Here is where the security problem of controlling the
information flow from one entity to another becomes relevant. The patterns
described here were chosen in such a way that they are representative of the
Future Internet.

The interaction patterns are short, generic use cases which represent ab-
stract parts of innovative and challenging usage scenarios in the scope of the

FP7-ICT-2009-5
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WebSand project. Where possible, those abstract interaction patterns are
mapped to the specific scenarios which are described in deliverables D2.1
[82], D3.1 [83], and D4.1 [84] and to the specific use cases and workflows
of the main application scenarios that are also described in this document.
In the context of mashups, the interaction patterns reflect the focus of the
WebSand project on secure web interaction, information-flow control, and
secure composition.

This deliverable also presents the two main application scenarios, that
have been selected by the industrial partners SAP and Siemens. The main
use cases e-Health and Sales Everywhere will be used in WP5 to integrate
and evaluate the WebSand application security framework. Here, they are
described on a high level from the perspective of the application domain
to provide a basis for the analysis of legal aspects in WP1.3. Aspects that
represent challenges for the technical work packages or that relate to the
interaction patterns of the Future Internet are highlighted.
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2 Interaction Patterns
This section describes commonly observed patterns of interaction which rep-
resent parts of innovative and challenging usage scenarios of future internet
applications. The patterns have been carefully determined and categorized,
with due consideration, based on

• the challenging usage scenarios gathered by the project partners which
reflect the focus of the WebSand project on secure web interaction,
information-flow control, and secure composition, and

• the aspects of the use cases related to challenging technical and legal
security requirements.

Wherever possible, the abstract interaction patterns are mapped to the spe-
cific scenarios described in Section 4, and to the specific use cases and work-
flows of the main application scenarios described in Section 5 and Section 6.

The following two Subsections (2.1 and 2.2, respectively) present, first, our
definition of interaction patterns and, second, the format (template) that
this Deliverable uses to describe (document) those patterns.
After that, the interested reader will find a general motivation and some
discussions regarding the concept and documentation of patterns, as it is
known in the area of Software Engineering. These Section is also important
to understand our choices in 2.1 and 2.2 for interaction patterns. We conclude
with some remarks on the particularities of interaction patterns.

2.1 Definition and Terminology
Interaction patterns are short, abstract and generic use cases described from
the point of view of the end-user and/or from the point of view of servers
and services. They do not model the possible complex workflows, but rather,
either the single steps or building blocks that are needed to compose complex
workflows, or they model simplified complete workflows, which contain the
main basic ingredients of complex ones.
In the WebSand WP1 context, we define an interaction pattern as a struc-
tured representation of a generic and frequently found interaction between
two or more web mashup components or users.
The interaction can be either

• a basic interaction, or

• a more complex work-flow extending one or several basic interactions.

FP7-ICT-2009-5
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We say that a pattern B extends pattern A, if the sequence of interactions
of A appears also in B. (We also say: B “contains” A). Here, the sequence of
interactions also include the type and origin of data shared by the parties in
the interaction. But patterns are not too big, as it models a building block:
it can not be simply composed out of the patterns that it contains. Patterns
are used to compose more complex work-flows, as they appear in the Sections
4, 5 and 6.

2.2 Documenting interaction patterns
We describe interaction patterns according to the following schema:

Name The name of the pattern.

Related patterns Patterns that are used as basis for this pattern (extended
by current pattern), or are based on the current pattern (extend the
current pattern) or are similar to the current one.

Summary For convenience, for complex patterns an overview is provided.

Problem The problem the pattern addresses, the involved actors, and a
high-level description of the functional behaviour of the solution. The
problem is also known as intent: “What does the design pattern
do? What is its rationale and intent? What particular design issue or
problem does it address?”, see [36].

Context The situations in which the pattern may apply.

Solution: Structure Structural aspects of the solution, sometimes includ-
ing for instance a class diagram as a graphical representation of the
entities in the pattern. For several patterns, the class diagrams are
the same or very similar to a previous pattern, to avoid repetitions we
prefer to mention this rather than to repeat the diagram (with perhaps
minor changes).

Solution: Dynamics Dynamic aspects of the solution, including a sequence
diagram.

Consequences / Trade-Offs / Alternatives Note that associated secu-
rity properties are presented in Deliverable D1.3.

Instantiations / Implementations Example real-world instantiations of
the pattern.

FP7-ICT-2009-5
Project No. 256964



D1.2: Interaction Patterns and Security Properties 11/123

2.3 The Concept of Patterns in SE
According to Buschmann, “a pattern addresses a recurring design problem
that arises in specific design situations, and presents a solution to it” [23].
The pattern solution should be well-proven and generic, and has to be im-
plemented, or “instantiated”, according to the specific needs of the problem
at hand. Besides providing such a solution scheme, patterns define a com-
mon vocabulary which helps to identify, name and discuss both problems
and solutions. Patterns may be interwoven with each other. They may
refine other larger patterns, or may be combined to solve more complex
problems. Patterns are not simply invented or artificially created. In order
for a design principle to become a pattern it has to “distil and provide a
means to reuse the design knowledge gained by experienced practitioners”
[35]. In the area of Software Engineering, patterns exist in various ranges of
scale and abstraction. They range from high-level architectural patters [71],
through design patterns [36, 35], to programming language specific “idioms”
[24], or specific patterns for particular purposes, like security patterns, see
[69, 51, 34, 41, 42, 74], interaction patterns, see [31, 80], or workflow patterns,
see [79, 67].

Pattern Components and Pattern Description

Over the years, a three-part schema has emerged that underlies every pattern.
It denotes a type of rule that establishes a relationship between a given con-
text, a certain problem arising in that context, and an appropriate solution to
the problem. The general problem statement is completed by a set of forces,
a term used by the the pattern community to denote requirements the solu-
tion must fulfil or desirable properties the solution should have. The solution
part shows how to solve the recurring problem and how to balance the forces
associated with it. In Software Engineering, such a solution includes two
aspects. First, the static structure including the spatial configuration of the
solution elements. Second, dynamic aspects such as the run-time behaviour
and collaboration of the involved components.
A core part of the representation of a pattern is a model, which outlines
the essential aspects of the interaction. It is similar to a software design
artefact, providing a skeleton of functional behaviour illustrated by one or
more UML diagrams. The model is only a template which is instantiated by
concrete implementations. The instantiations satisfy the functional but not
necessarily all security requirements. For reading convenience, we will some-
times not distinguish between the interaction pattern, that is the complete
representation including textual descriptions and the belonging model.

FP7-ICT-2009-5
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Patterns are presented in an appropriate form to understand and discuss
them. What is the problem the pattern addresses, and what are shortcomings
of existing instantiations? Patterns are described uniformly since that helps
to compare one pattern with another and to compose patterns to larger
systems.
We base the description of interaction patterns on the standard format used
by Buschmann [23] and Fernandez [70] and document necessary deviation. As
Fernandez, we use UML diagrams to illustrate the static and dynamic aspects
of the problem and existing instantiations. We cross-reference other related
patterns, either because they refine the current pattern (or vice-versa), or
because they address a similar problem. The context is a short textual de-
scription similar to most Software Engineering patterns. The problem part is
presented in more detail since it already contains a skeleton of the functional
behaviour of the solution. The solution part outlines known real world in-
stantiations which may not meet all associated security requirements defined
in Deliverable 1.3.

2.3.1 Documenting Patterns: The Pattern Template

According to [36], a pattern has four essential elements:

• The pattern name is a handle we can use to describe a design problem,
its solutions, and consequences in a word or two.

• The problem describes when to apply the pattern. It explains the
problem and its context, including perhaps the conditions that must
be met before it makes sense to apply the pattern.

• The solution describes the elements that make up the design. It is an an
abstract description of a design problem and how a general arrangement
of elements solves it.

• The consequences are the results and trade-offs of applying the pattern.

2.4 Particularities of Interaction Patterns
We would like to make a couple of remarks on the nature of interaction
patterns:

• The primary goal of introducing and collecting interaction patterns is
to review common mashup interactions, which can be observed “in the
wild”.

FP7-ICT-2009-5
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• There exist widely used instantiations of the presented interaction pat-
terns. Note, however, that in many cases they only fulfil the functional
but not all security requirements. This is due to different types of
problems, including

◦ possible vulnerabilities in the infrastructure, like DNS-poisoning
[27], or attacks against basic internet protocols or trust anchors,
like BGP, or PKI. In such cases, the user or the mashup may be
communicating to a very different server to the intended one.
◦ common web vulnerabilities, like cross-site scripting (and many

others), see for instance [25]. In such cases an unauthorized user
could be able to eavesdrop or manipulate the communication, or
hijack the session, etc.
◦ authentication or authorization vulnerabilities, as those discussed

in [16, 17, 15, 18]. In such cases rogue servers could masquerade
themselves as trusted parties.
◦ failure to control which data is sent to third parties and what

information downloaded scripts are able to access.

We are mainly interested in the last type of problems, as they typi-
cally only appear in the context of mashups. (The others are dealt
with in many different projects and efforts). But also, authentication
and authorization issues are relevant for our investigations, in particu-
lar because the different entities should have a consistent view of the
authentication and authorization status of themselves and of the other
parties.

• It is not possible to guarantee that a solution to both all functional
and security requirements exists, using current technology. In the case
of interaction patterns, we are mostly worried about security and pri-
vacy forces, which, regretfully, have not been addressed adequately yet
neither in the literature nor in practice. We must conclude that our in-
teraction patterns are, in this sense, incomplete, as they do not fulfil all
expected security and privacy constraints of the future internet. The
contribution of WebSand is in this direction: to make the interaction
patterns and the corresponding scenarios and use cases more secure
and privacy enhancing.

• According to Erich Gamma [35], software engineering patterns tell a
“successful software engineering story”. Taking up this thought, one can

FP7-ICT-2009-5
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say that interaction patterns tell a software engineering story where the
current solution still contain deficits and should be improved.

2.4.1 Desired Properties of Interaction Patterns

Many desired properties of interaction patterns are similar to those of Soft-
ware Engineering patterns:

• The documentation of an interaction pattern has a unified structure.

• Interaction patterns are generic and can be instantiated.

• Interaction patterns describe the essence of popular web mashup in-
teractions. Their instantiations are frequently found in the real
word.

• Interaction patterns are composable, that is: simple and frequently
occurring. Interaction Patterns are basic ingredients for more complex
workflows. Examples for Base Interaction Patterns, that do not extend
any other pattern, are “Basic Interaction in a Web Mashup” and “Two
factor, two channel authentication”, described one at the beginning
of the pattern catalogue, the other at the very end. This building
block concept allows an efficient interaction pattern representation, as
frequently occurring model elements and security requirements need
not to be repeated.

• Interaction patterns support the transition from problem space
to solution space by establishing a common language for problem,
solution and implementations or instantiation. Furthermore, they in-
troduce technical elements which can be re-used for the design of a
concrete instance.

• Interaction patterns are presented at the Right Degree of Abstrac-
tion. Just as good Software Engineering patterns, good Interaction
Patterns need to be “as independent of, or dependent on, a particular
implementation technology as they need to be”, see [70].

Therefore the interaction pattern model and textual descriptions should have
an appropriate level of abstraction. They form a framework for resolving the
underlying problem, and thus they should not be too concrete, too tech-
nical or too specialized as this would narrow the potential solution space.
Furthermore, a domain specific problem description hinders a reuse in other
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contexts. On the other hand, an interaction pattern should not be too ab-
stract, too general, too generic, or too imprecise. Such an interaction pattern
would have no directly applicable benefit or would not be helpful at all.

Consequently, a good interaction pattern restricts the problem space as much
as possible and the solution space as little as necessary.
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3 Pattern Catalogue
In the following, the interaction patterns are described following the defini-
tion and terminology defined in the previous section.
The following table lists the identified patterns, their inter-relations and re-
lations to usage scenarios in Section 4.

ID interaction pattern Extends Related
Scenarios

P01 Basic Interaction in a Web
Mashup

– S01 – S15

P02 Client-side Third Party Content
Integration

P01 S01, S02, S04,
S05, S07, S09,
S11, S12, S13,
S15

P03 Client-Side Third Party Code In-
tegration

P01 S01 – S04,
S06 – S15

P04 Server-side Third Party Content
Integration

P01 S01, S02, S04,
S05, S07, S09,
S11, S12, S13,
S15

P05 Server-Side Third Party Code In-
tegration

P01 S01 – S04,
S06 – S15

P06 Client-Side End-User driven
Proxy Mashup

P01 S12

P07 Server-Side End-User driven
Proxy Mashup

P01 S12

P08 Third Party User Interface Inte-
gration

P03 S01, S02, S15

P09 Resource Reference Sharing P08 —
P10 Third Party User Tracking P03 S03, S04
P11 Geolocation Sharing P03 S02, S15
P12 Capability-based Authorization

Delegation
P03 S11, S17

P13 Basic Distributed Work-Flow P01 S08, S09, S10,
S13, S17

P14 Two factor, two channel authen-
tication

– S16

Table 1: interaction patterns and their relations.
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Figure 1: Pattern Dependency Tree

Pattern Dependencies Figure 1 is meant to give a brief overview of the
dependencies in between the individual patterns (indicated by the circled
numbers). Dotted lines represent similarity, while solid lines represent ex-
tension.
We divide mashups into three different types, depending of the location where
the integration of third party content takes place. Most important is the
client-side integration, where the client receives a web page from the primary
server which contains references to third party content (of any type), that
the client has to fetch consequently. In case of server-side integration the
third party content is obtained by the server and then sent to the client
together with the primary web page. The third case is a special case where
the mashup did not happen natively on initiative of the primary web page,
but due to some other reason. Here it is also useful to make the distinction
between a client- and a server-side mashup.
After the distinction between client- and server-side integration was made,
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it is still possible to distinguish the type of content that is integrated. We
decided to differ between pure data (like images, videos or text) and code,
which subsequently can be divided in some more detailed sub-patterns.
The only pattern that is not a mashup itself is P14, which is included due to
its closely related nature, and because this pattern supports mashup patterns
(as well as others) enhancing the security guarantees.
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3.1 P01 Basic Interaction in a Web Mashup
Name

Basic Interaction in a Web Mashup

Related patterns

Extended by Patterns: P02 – P13.
P01 is a very general pattern, describing the basic interaction in
all types of mashups. Thus, this pattern is extended by all others
considered in this deliverable, except for pattern P14. This last
pattern is not a pure mashup pattern, as it is used also outside of
mashups in many single-server situations, but it is used in mashups
to increase the security of the system. Please also remember that a
pattern may contain another pattern (because the first one extends
the second one), but a pattern is not simply composed out of other
patterns.

Summary

In this basic pattern, data and/or code from multiple providers is merged
together and presented to the user in an integrated way. More in detail, as
part of the processing of a client request, the mashup “integrator” dynami-
cally collects data or code from several sources, merges it together, integrates
it and presents it as a web page to a user. “Dynamically” means that, in
general at least, the integrator does not have the information that he merges
a-priori, but has to collect it in the process of processing the client request.

Problem

At a high level of abstraction, the problem that has to be solved, is a clas-
sical, central problem in Software Engineering: the re-usability of data and
functionality in a larger scale. Since today huge amounts of functionality and
data are available over the internet, the concrete question is: how to reuse all
that existing information and functions in a dynamic, light-weight fashion,
creating and composing new services swiftly? The fact that this is possible
and that this is indeed a breakthrough in current computing is expressed in
the vision propagated by famous slogan, coined by Sun Microsystems: “the
computer is the network”. For the purposes of interaction with the end user,
or based on user data or user queries, the question of how to find the sec-
ondary services or servers that provide resources is not in our scope. (What
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data they provide, and on the basis of which information, passed in a query,
is very much in our focus).
Thus the concrete problem that this pattern addresses is the need to merge
data and functionality from different providers creating a new service for
users available over the Internet.

Context

The current paradigms, protocols and mechanisms of the internet are as-
sumed: HTTP, REST, WSDL, RSS/ATOM, RDBMS, CURD, etc. The ba-
sic interactions happen in a client-server architecture, with one client (which
can be composed of different components) and several servers.

Solution: Structure

A user actively navigates to a web page and interacts with it by consuming
content or sharing information with the page.

ClientClient

User AgentUser Agent BrowserBrowser

Uses

Web PageWeb Page Primary Web ServerPrimary Web Server

Hosts

Requests

))3P Web Server(s)3P Web Server(s)

Provide
Content or

Functionality

Figure 2: Main Entities in Basic Interaction in a Web Mashup
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User Agent
The User Agent is the entity that executes commands on behalf of the
User, acting on the web client (which is usually a browser). [Please note
that the term “User Agent” has a different meaning in different contexts,
sometimes it is used to denote the browser or the mail client, etc.; we
use it in the sense of all the SW or HW used by the user to access the
browser.] It may be some simple API, designed to track when a mouse
is pressed, released, clicked, moved, and interpret keyboard events, or a
more complex program, which may be part of a rich client. It may, for
instance, access local database records or a set of user policies to take
decisions automatically, or sense location, or be aware of other context
information. The user is interested in interacting with the web page by
retrieving information from or sharing information with the page and this
intention is manifested to the browser via the user agent. Independently
of the type of User Agent, we assume that the user fully trusts the User
Agent and that the agent indeed acts as the user intended it to. This
assumption is not always true, as there may be a malicious key logger,
a trojan, or simple errors or misunderstandings, but those problems are
outside of our scope.

User Web Browser
The client-side entity that receives the commands of the user (via the
User Agent) and sends the web requests on his behalf to the web server.
In the most common case, it is indeed a browser, but in some cases it
may be a rich (or a fat) client, that contains more functionality in the
form locally-stored programs or other resources. Not only the requests
are managed by the browser, also the response (information/multi-party
content) sent back by the web server is rendered and presented to the
user by the browser.

Together, the User Agent and the Browser are called the Client.

Primary Web page
(or web page). The web page is served by the primary web server and
rendered by the browser of the user.

Primary Web server
(or main server). This web server is the main content provider that
delivers, as a general rule, the main contents of the web page. (But this
is not absolutely necessary, in some extreme cases, the primary server
presents no content of its own, see the last subsection of 3.4.)
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Third Party (3P) Web server(s)
The third party web server delivers further content that is integrated
within the web page.

Solution: Dynamics

[Client-based Mash-up]

WS: Primary Web ServerWS: Primary Web Server 3P: 3rd Party Web Server3P: 3rd Party Web ServerC: ClientC: Client

1. Request(URL)

alt

[Server-based Mash-up]

2a. Return (Web Page)

[Other Mash-ups]

01 Piweb

 

Basic Interaction in a Web Mashup

4. Request(URL)

5. Return (3rd Party Content)

2. Return (Web Page)

3: load

4a. Request(content)

5a. Return (3rd Party Content)

Figure 3: Basic Interaction in a Web Mashup

The pattern presented is very general in nature. It will be extended in
the next sections below. The main dynamic elements of the basic mashup
interaction are:

Client → Server
The user initiates via the browser (or rich client, or perhaps over a
mashup-proxy, etc) a request to load a certain URL. [Step 1]

Server → Client
The web server returns the web page in form of html code and possibly
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other elements (images, scripts, ...). In some cases (in particular, for
server-side mashup), this response may contain content or code from the
third party web service provider. [For instance, Step 2 or 2a]

Mashup-integrator → Server
The third party server is accessed by the mashup-integrator, who can be
the client himself, the server, or another intermediary, with the request
to provide related resources (data, code or functionality). [For instance,
Step 4 or 4a]

Server → Mashup-integrator
As a response to the previous message (4 or 4a) the third party provides
content or code that will be integrated in the web page so that it even-
tually can be rendered or executed by the browser. [For instance, Step 5
or 5a]

There are different versions of the mashup pattern, depending in particular
on who is the mashup integrator, what is the information that the third party
proxy receives from the client, how is the user known at the third party, etc.

Consequences / Trade-Offs / Alternatives

Besides mashups, here are other types of web services that integrate third-
party content. They include, for instance, data warehouses [44], and portals
(see [73] and for some particular implementations, see e.g. [13], [38]). Al-
though there is still no well-agreed mashup definition in the literature, data
warehouses and portals are not considered to be mashups because the di-
rect or indirect interaction between the client and the secondary servers is
not as dynamic as using “mashup technologies”. They are based on REST,
WSDL, RSS/ATOM, RDBMS, or POJO, and they mix and match diverse
data-formats, like XML, JSON, JDBC, JavaObjects, and primitive types.
In contrast to portals or data warehouses, mashups are typically specified
and deployed very rapidly. Nonetheless, the technologies for management of
data in mashups is often based on the ones created for data warehouses (e.g.,
dataspaces and data ring).
The major risks of integrating data and code are due to the lack of trust
from the user to the third-party servers. It is a common assumption in web
security engineering that security-aware users choose carefully which links to
click, which pages to visit, and what services or servers to use. This is already
an optimistic assumption, but in the cases of mashups the situation is even
more delicate. In general, the user is not aware that his client is accessing
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some third-party server and has given no explicit consent to it, nor to send
him any data related to his current session.

Instantiations / Implementations

Historically, mashups were “hacks”: interested users found ways to use code
and data from online sources, without the explicit help from those servers.
Today, most of the implementations are based on published APIs, in order to
access the content or code to be merged. The increasing availability of APIs
for services on the web is visible on resources like programmableweb.com.
Back in 2005, only 105 APIs were listed in the directory. There were four
business models: Google offered free APIs, eBay had decided to let developers
pay for their services, Amazon did it the other way round and gave money
to developers, and finally SalesForce had an indirect payment model. These
same business models still exist today, but there are now 7270 APIs and
6768 Mashups (Sept 12, 2012), and many refined ways of how APIs support
different businesses.

Criteria for Defining our Patterns and Classification

Our main concern is to distinguish the types of Mashups, from the point of
view of the interaction with users and the use of user-related information, as
well as with the involved security risks. The following questions are the most
relevant to differentiate the different types of situations:

1. Who integrates the mashup: is it the client browser, the main server,
or a proxy? This distinguishes the client-side variants (say, P02 and
P03) from the server-side ones (say, P04 and P05).

2. And, in particular, what are the trust relationships between the client
and the mashup integrator? This distinguishes user-driven (P06 and
P07) from server-driven patterns (all the rest).

3. Who decides to contact the third party and why? In other words,
what triggers the mashup integrator to contact the third party server?
Is it its own decision or because of a link, because of a script or a
redirect command that has been downloaded form another place? This
distinguishes patterns where the server contacts the third party from
those where the client does it, and also pattern where the third party is
contacted several times, at least once after the page has been displayed
and the User has interacted with it (P08 and following ones, compared
to the previous ones)
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4. On this first contact to the third party, what information does the third
party receive about the user? The IP address, for instance? (Some data
related to the data that the client sent to the primary server in the first
step above (Client → Server)? Or is this data sent to the third-party
unrelated to the data sent to the main server? Has he authorized this
sending of information to the third party? Is the third party contacted
later again, receiving more information about the user and about his
interaction with the web page?

5. Does the user know about the integration of third-party content or
code? Is he able to distinguish the source origin of the different elements
in his web page?

6. What information does the third party access from the user?

7. Does (or could) the third-party access the location of the user?

8. Can the third-party track the activities of the user?

9. Is the user known at the third party server? Has the user authenticated
to it?

It is impossible to directly distinguish the different interaction patterns types
based on those questions, simply because for different runs of one and the
same mashup or interaction type, the answer can be different. The relation
between user and mashup provider, and in particular their trust relationship,
is not a characteristic of the interaction pattern. Perhaps a certain user trusts
Google, and another one does not. Another one may have a strong business
relationship, or be an employee of Google. The same pattern can be used
once with sensitive data from the user and another time with publicly know
information. The important question is not what information the third party
accesses, but what information it could access, in principle, say via a script?
In general, the criteria to differentiate interaction patterns is to ask ourselves
what are the worst cases, in terms of security risks, that a certain interaction
pattern may have, regarding to the questions above.

Other Mashup Patterns and Classification Criteria

Please note that we do not want to distinguish the different mashup patterns
according to the application domains or according to the types of functiona-
lities. The literature (see for instance [61], [93], [92], and [55]) contains lists
of mashup patterns, distinguishing them according to the basic functionality,
or the way the mashup is assembled together, the technologies used, etc.
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Such catalogues of patterns include many different types of functionalities or
abstract behaviours, for instance: harvest functionality, alerter, API enabler,
competitive analysis, “infinite monkeys” (automate a repetitive tasks to large
scales), leading indicator, reality mining (incorporating environmental and
behavioural data), reputation management, sentiment analysis, time series,
etc.
The way they internally work depends on the basic type of service that they
provide: monitoring, notification, data aggregation, formatting, filtering ser-
vices, sorting, conditional services (depending on an input condition selects
one execution branch), merging services, etc.
Other criteria used is the type of transport mechanism or system is used to
transfer data from the sender and to the receiver, the programming model ex-
posed to programmers (message-oriented, shared-memory, publish-subscribe,
RPC, streams, etc), the reliability and fault tolerance properties that system
provides, if the system supports discovery of receiving contexts, the necessary
browser support, etc.
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3.2 P02 Client-side Third Party Content Integration
Name

Client-side Third Party Content Integration

Related patterns

Extends Pattern:
P01: Basic Interaction in a Web Mashup

Similar to Pattern:
P04: Server-side Third Party Content Integration
P06: Client-Side End-User driven Proxy Mashup
P07: Server-Side End-User driven Proxy Mashup
P03: Client-Side Third Party Code Integration
It is similar to the first three (P04, P06, P07) in the sense that they
integrate content (data), although P06 and P07 may also integrate
code. It is similar to P03 (and in this sense also to P06), because
the integration is done by the Client.

Summary

A webmaster wants to embed third party content into his web site. The
third party content should be collected from the different sources by the
user’s browser, that is, it should be integrated on the ’client side’.

Problem

A webmaster wants to embed third party content into his web site, without
having to do the work of collecting and embedding the content itself. The
content should be collected and rendered by the user’s browser.

Context

The phenomena of client-side third party content integration, for example
for advertisement purposes, is omnipresent in today’s world wide web. It is
a fundamental part of many web mashups.

Solution: Structure

The main actors are:
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Client
The user’s web browser that loads and renders the primary web page as
well as the third party content.

Primary web page
The web page served by the primary web server. It contains references
to the third party content which is loaded and embedded by the user’s
browser.

Primary web server
The content provider that delivers the primary web page.

Third party web server
The third party web server providing the third party content.

Third party content
The content from the third party that is embedded into the primary
webpage.

Solution: Dynamics

WS: Primary Web ServerWS: Primary Web Server 3P: 3rd Party Web Server3P: 3rd Party Web ServerC: ClientC: Client

1. Request(URL)

2. Return (Web Page)

3. Process Page

02 Pctpc

 

Client-side Third Party Content Integration

4. Request(URL)

5. Return (3rd Party Content)

Figure 4: Client-side Third Party Content Integration

1.-3. See base pattern “Basic Interaction in a Web Mashup”

4. As part of the processing and rendering of the primary web site,
the browser notices that third party content is referenced and sends a
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corresponding request to the third party web server.

5. The third party web server returns the requested content...

6. ...which is rendered and displayed by the browser together with the
content from the primary web page [continued from Step 3].

Consequences / Trade-Offs / Alternatives

This pattern is an alternative to classical solutions where the main server
collects a large amount of information that he may need later to integrate into
his responses to clients. This, of course is much less flexible: the server can
not react to unforeseen user requests, or the third party has no information
about the current demand for his added information and can not react to this.
This flexibility makes the security more difficult to ensure. Fortunately, in
most common current use cases, the authenticity and integrity of third-party
content is not an issue, because the third party content is some advertisement
or weather information, etc. and is relevant for the purposes of the main
transaction. But in some cases, it is an issue. Perhaps the user interprets the
content of a third-party advertisement as an endorsement of the main service,
because the content is not properly separated or marked. Or a malicious
third-party may have some interest in manipulating news or numbers (trade
stock rates, telephone numbers, links, etc) to trick users for the purpose of
deceit or fraud. In some emerging business-oriented, enterprise applications
of mashups, the correctness of the transactions do depend on the authenticity
and integrity of the third-party content, see [65].
It also resembles P04, Server-side Third Party Content Integration, where the
content is integrated by the server. But, although the casual user may not
recognize the origin of the content, the browser indeed “knows” the source.
Thus, a script, a proxy or a browser add-on may for instance mark and
render the content in a particular form that the user can recognize, or block
the content, if the origin is untrusted.

Instantiations / Implementations

Frequently found examples of client-side third party content integration are
advertisement banners, weather and stock information, and social media but-
tons (see Pattern P09).
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3.3 P03 Client-Side Third Party Code Integration
Name

Client-Side Third Party Code Integration

Related patterns

Extends Pattern:
P01: Basic Interaction in a Web Mashup

Similar to Pattern:
P05: Server-Side Third Party Code Integration
P06: Client-Side End-User driven Proxy Mashup
P07: Server-Side End-User driven Proxy Mashup
P02: Client-side Third Party Content Integration
It is similar to the first three (P05, P06, P07) in the sense that they
integrate code, although P06 and P07 not always do so and also
normally they do integrate content (data). It is similar to P02 (and
in this sense also to P06), because the integration is done by the
Client.

Summary

A web page should leverage functionality (code) provided by a third party
in form of a code library.

Problem

A web page wants to re-use some functionality (existing code) provided by
a third party. For this purpose, the third party offers the code in form
of a library and an Application Programming Interface (API) which may
embedded into the primary website. The API acts as a place holder for the
actual library which is only loaded after the primary site is rendered by the
user’s browser.

Context

There are many libraries available providing functionality such as DOM
traversing, animation, and support for mashup development. The providers
of these libraries control functionality and features. The library is tightly
integrated into the rest of the web site’s script code so that users are not
able to distinguish the origin of the functionality. In most cases, they are not
aware of the integration of third party functionality at all.
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Solution: Structure

The main actors are:

Client
The user’s web browser that loads the primary web page. During the
rendering process, it loads the third party library and integrates it in the
primary page’s scripting code.

Primary web page
The web page is served by the primary web server and rendered by the
user’s browser. It includes a reference to the library, which is loaded once
the browser processes this reference.

Primary web server
The content provider that delivers the primary web page.

Third party web server
The web server providing the third party library that is used by the
primary web page.

Third party library
A set of functions (often in JavaScript) and data which is dynamically
loaded once the browser processes the primary web page.

Solution: Dynamics

1. The user agent requests the primary web site.

2. The primary web server delivers the primary web page to the client.

3. As part of the processing and rendering of the primary web site, the
browser notices that a third party library is referenced...

4. ... and sends a corresponding request to the third party web server.

5. The third party web server returns the requested library...

6. ...whose code is integrated and executed by the browser when called.

Consequences / Trade-Offs / Alternatives

The goal of reusing existing code (functionality) offered by third-parties is a
recurrent topic in SW Engineering over many years. The main drive for Web
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WS: Primary Web ServerWS: Primary Web Server 3P: 3rd Party Web Server3P: 3rd Party Web ServerC: ClientC: Client

1. Request(URL)

2. Return (Web Page)

3. Process Page

4. Request(URL)

5. Return (3rd Party Script or code)

6.  Run library code
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Client-Side Third Party Library Integration

Figure 5: Client-Side Third Party Library Integration

Service specifications (WS-*, Security Alliance, etc) is exactly to attain this
goal. And the solutions provided by those protocols and specifications are
indeed alternatives to this pattern. They offer many advantages, including
the support for work-flows and for service level agreements, and in particular
for security solutions, based on WS-Security, SAML, XACML, etc. They
also deal better with more closely-coupled processes and code. On the other
hand, those alternatives have at least three drawbacks, compared to the
pattern discussed in this section:

1 The principal one is that they require programming expertise. The
mashups types, discussed in this section can be created by end-users with-
out programming skills, see [12, 37, 50, 26].

2 They require more time and a larger infrastructure for their deploy-
ment.

3 They lack flexibility to adapt to sudden unexpected changes, in par-
ticular if the format of the data changes.

On a first sight, this pattern resembles very much the previous one, where
data instead of code was integrated on the client. But for purposes of security,
the patterns are very different, as downloading code from a third party is in
general much riskier than downloading data. Of course, as discussed in the
previous section, the integrity of the third-party data may be an issue, if
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important decisions depend on the data, then the damage that a malicious
code can do is in any case higher. It may also manipulate any data in any
form, including third party data, and any other data included in the DOM of
the web page. It can also perform transactions masquerading the user, etc.

Instantiations / Implementations

jQuery1 and dojo2 are popular JavaScript libraries used to develop dynamic
and graphically appealing web pages, which can be included in web pages,
creating a mashup that provides extra functionality.

1jquery.com
2dojotoolkit.org
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3.4 P04 Server-side Third Party Content Integration
Name

Server-side Third Party Content Integration

Related patterns

Extends Pattern:
P01: Basic Interaction in a Web Mashup

Similar to Pattern:
P02: Client-side Third Party Content Integration
P06: Client-Side End-User driven Proxy Mashup
P07: Server-Side End-User driven Proxy Mashup
P05: Server-Side Third Party Code Integration
It is similar to P02, P06, P07 because they integrate content (data),
although P06 and P07 may also integrate code. It is similar to P05
(and in this sense also to P07), because the integration is done by
the Server.

Summary

In response to a client request, the primary (main) server obtains further
information from other servers and presents the aggregated information to the
user. The third party content is therefore integrated on the ’server side’. In
an extreme case, the main server includes no content of its own, but includes
and presents information form one or several further secondary servers.

Problem

A web designer wants to dynamically embed third party content into his
web pages. In this context he wants to choose and collect the content to
be integrated depending on the parameters of the request, but he does not
want to rely on the client for the integration. This can be because he may
be requiring some non-trivial logic to decide which content is to be loaded,
because he wants to maintain the full control on which content should be
loaded, or maybe he wants to hide the exact origin of the content.

Context

Server-side third party content integration, for example for advertisement
purposes, is omnipresent in today’s world wide web. It is a fundamental part
of many web mashups.
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Solution: Structure

Mashups of this type integrate heterogeneous data provided by various sources.
In that, they differ from classical central databases and are closer in spirit to
data warehouses or portals. However, the development of portlets, the portal
components, or of databases, the building blocks of data warehouses typically
require programming expertise. In contrast, the developer of a mashup, often
also an end user, is typically not a programmer. Additionally, the layout and
functionality of a warehouse or portal are, in general, frozen once it has been
developed. From our point of view, the most important difference is that the
interaction between the sources of information (secondary servers) have to
be specified in advance.
The main actors are:

Client
The user’s web browser that loads and renders the primary web page
which includes already the third party content.

Primary web page
The web page is served by the primary web server. It contains third party
content to be loaded by the user’s browser.

Primary web server
The content provider that delivers the primary web page.

Third party web server
The third party web server providing the third party content.

Third party content
The content from the third party that is embedded into the primary
webpage.

Solution: Dynamics

The communication flow is similar to the one for client-side content integra-
tion, but the communication from and to third party content is done by the
server, not from the client (since, of course, the integration is also done by
the server, not client):

1. The user agent requests the primary web site.

2. The primary web server requests the content to the third party server.

3. The third party web server returns the requested content.
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4.  Integrate Content

WS: Primary Web ServerWS: Primary Web Server 3P: 3rd Party Web Server3P: 3rd Party Web ServerC: ClientC: Client

1. Request(URL)

5. Return (Web Page)
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Server-side Third Party Content Integration

2. Request(URL)

3. Return (3rd Party Content)

6. Process Page

Figure 6: Server-side Third Party Content Integration

4. The content is integrated by the primary web server into the primary
web site.

5. The page with the integrated content is sent to the client...

6. ...which renders the primary web site.

Consequences / Trade-Offs / Alternatives

Server-side third party content integration is an alternative to classical solu-
tions (data warehouses and portals, both of which offer less flexibility) and
to client-side third party content integration. Let us briefly compare the
pattern with both alternatives.
Classical solutions have strong advantages concerning the use of classical
security solutions (classical PKI, encryption, access control, etc), the support
of business-to-business (B2B) agreements, and the support of complex control
flows or work-flows, which is often a central requirement. For this purpose,
business process languages or work-flow specification languages like BPEL
are used, but those languages are not useful for the needs of mashups, in
particular, from a data integration perspective (see [10]).
Although there is currently no technology to support complex workflows in
mashups, it is possible for mashups to contain or present collection-based or
history-based (stateful) summaries and tracking information. This is done,
for instance, with mashup feeds, see [75]. This allows, for instance, to identify
stocks with increasing price within highly exchanged stocks, or to identify
threads of news on a specific topic that has been popular for some time.
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The main contrast with mashups created via the pattern P03, Client-Side
Third Party Code Integration, is that here the user has no chance to distin-
guish if the response to their request was computed locally by the primary
service, or it was the result of combining the results of a cascade of requests.
This current pattern is most commonly implemented using dynamic, com-
plex composite RESTful services that recursively call each other [19]. In an
extreme case, the mashup integrator does not provide any content from its
own, but acts only as an intermediate element which decomposes a request
so that it can be serviced by invoking more than one secondary server. In
this case, the clients may be perfectly unaware that the server provides a
composite service. In particular, the clients are not able to decide which is
the source of the data received [63], nor their trustworthiness.

Instantiations / Implementations

Damia [72], being based on RSS feeds, shows how to rapidly create a server-
side data integrator, and Mashmaker presents how this integration can be
queried and shared with other users. Enterprise information mashup fab-
ric introduces a new class of integration technologies that address complex
information composition tasks.
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3.5 P05 Server-Side Third Party Code Integration
Name

Server-Side Third Party Code Integration

Related patterns

Extends Pattern:
P01: Basic Interaction in a Web Mashup

Similar to Pattern:
P03: Client-Side Third Party Code Integration
P06: Client-Side End-User driven Proxy Mashup
P07: Server-Side End-User driven Proxy Mashup
P04: Server-side Third Party Content Integration
It is similar to P03, P06, P07, because they integrate code, (although
P06 and P07 do not always do that, while normally they do integrate
content, i.e., data). It is similar to P04 (and in this sense also to
P07), because the integration is done by the Server.

Summary

A web server wants to run SW which is built from different libraries from
several sources. The integrated code should be able to change or be updated
dynamically, either because the third party SW providers modify somehow
the functionality or because of events that require further SW.

Problem

The central problem is to create an infrastructure that allow businesses (and
sometimes also End Users) to connect their server applications without hav-
ing to write too much code. Server-side mashups prove to be a simple im-
plementation of Enterprise Service Bus (ESB). Assume that you want to
merge a set of simple services to create a cohesive and useful new service.
Given are: a service from the transit authority of Munich that provides pub-
lic transportation timetables and information of current delays (in German),
a translation service form German to other languages (including Japanese),
and a service that reads aloud written text in several languages. Even if they
are all completely different services, incompatible by themselves, by using
standard connectors they can be combined to create a service that reads the
current delays around the current location of a mobile user in the city aloud
in Japanese.
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Here, the server wants to reuse functionality provided by one or several third
parties, but for reasons of performance, of confidentiality of the input data,
of SW Engineering, or perhaps for verification and assessment procedures,
it does not want to use remote procedure calls but rather to run locally the
code provided by the third parties. However, updates or new software are
required to be deployed almost instantly, and the system should be easily
re-scaled depending on the customer’s needs. The parties should share data
in a restricted and very controlled way.

Context

In this case, we have two rather competing requirements: on one hand, some
of them prohibit remote code evaluation and ask for a closed-coupled process
integration (in terms of the execution of processes running in real-time, the
use of shared data, etc), on the other hand, each of the code providers must
be able to update the code in a very swift manner, prohibiting a too close-
coupled software integration, in terms of compiling or binding the source
code.

Solution: Structure

The main actors are:

Client
The user’s web browser that loads the primary web page with the inte-
grated third party library.

Primary web page
The web page is served by the primary web server and rendered by the
user’s browser. It has the library already integrated, instead of including
a reference to it.

Primary web server
The content provider that integrates the third party library to the primary
web page and delivers it.

Third party web server
The web server providing the third party library that is integrated into
the primary web page.

Third party library
A set of functions (often in JavaScript) and data which are loaded by the
browser processes the primary web page.
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Solution: Dynamics

1. The user agents requests the primary web site.

2. The primary web server requests the library to the third party server.

3. The third party web server returns the requested library...

4. ...which is integrated by the primary web server into the primary web
site.

5. The primary web server delivers the primary web page with the inte-
grated library to the web browser.

6. ...which renders the primary web site.

WS: Primary Web ServerWS: Primary Web Server 3P: 3rd Party Web Server3P: 3rd Party Web ServerC: ClientC: Client

1. Request(URL)

5. Return (Web Page)

05 Pstpc

 

Server-side Third Party Library (Code) Integration

2. Event

3. Download (3rd Party Code)

6. Process Page

4.  Run library code

Figure 7: Server-Side Third Party Library Integration

Consequences / Trade-Offs / Alternatives

The main theme here again is re-using code, one of the recurring topics in
SW Engineering. In this case, the code is not downloaded to the client (as
in P03) and it does not run on the third party itself (as in classical solutions
based on Web Services or in P04, where only the result of any computation
is sent to the main server, who, in turn integrates the result as data in his
response to the client).
Although this pattern resembles P03closely, and in both patterns code is
downloaded from a possibly malicious, rogue or corrupted third party server,
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the risks can be much better controlled in this pattern than in P03, us-
ing classical methods. First, the mechanisms for establishing trust between
the main server and third parties are more better developed. There are
many standards and methods supporting service level agreements (SLAs),
Business-to-Business (B2B) solutions and the management of PKI and se-
curity enforcement procedures is much stronger on servers than on clients,
whose users have difficulties in verifying new certificates, etc). Second, code
downloaded to the main server can be scanned in much more detail than
code downloaded to a browser client.
The cost of this is, of course, that the server requires more effort and re-
sources, both during implementation and deployment as also in run-time.

Instantiations / Implementations

One important example of this type of code integration is given in our Use
Case the Sales Everywhere solution, see Section 6. In this context, please
be aware of a possible source of confusion: what is called “third party” in a
mashup pattern does not correspond to what is called “third party” in con-
crete applications, and in particular in Sales Everywhere: who is the main
server and who are the third parties depend on the view-point: from the
technical point of view of the mashup integrator any partner that provides
him further data or code is a third party, but from the business point of view
of the application owner himself is not a third party. In the case of Sales Ev-
erywhere the Vendor is the application owner, but the application (mashup)
is hosted at the Service Provider which is, from the point of view of the
mashup integration, the primary server, but from the business point of view,
a third party. From both points of view the Partner is a third party: The
partner provides the goods that will be offered by the sales representatives
and probably also the software add-ons that will be installed on the service
provider’s server. Those add-ons usually offer new or enhanced functionali-
ties that are not part of the Sales Everywhere solution, provided by the main
mashup server, the Service Provider. Also please note that the Sales Eve-
rywhere also uses client-side patterns, that may be needed when there are
network barriers that hinder the service provider to communicate directly
with the customer’s systems, requiring client-side cross-domain requests (see
Section 6).
Another important example of a server-side integration of code is given by
the Microsoft HealthVault, which provides a large list of available web appli-
cations (see [56]), and integrates also with different personal health record
solutions.
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3.6 P06 Client-Side End-User driven Proxy Mashup
Name

Client-Side End-User driven Proxy Mashup

Related patterns

Extends Pattern:
P01: Basic Interaction in a Web Mashup

Similar to Pattern:
P02: Client-side Third Party Content Integration
P03: Client-Side Third Party Code Integration
P04: Server-side Third Party Content Integration
P05: Server-Side Third Party Code Integration
P07: Server-Side End-User driven Proxy Mashup
See Sections above. The similarity with P07 is, of course, that both
are User-driven.

Summary

Users want to create their own mashups that glue content from several
servers, usually to present content in a particular, personalized way. Such
mashups are stored locally and are considered trusted by default, as the user
is the one who decides what to integrate. In this pattern, the client assumes
the role of the primary server by storing the end-user mashup, and the user
is in control of what and how everything is going to be displayed.

Problem

Users, lacking expertise and experience in programming, want to create per-
sonalized functional mashups that integrate content from different third party
servers, including personal ones, privately owned, or open to the public. From
the point of view of SW Engineering, the problem of constructing languages
or infrastructure to allow non-specialists to create non-trivial SW functional-
ity is a very important goal, besides the drive to re-use code. This challenge
is known as End-User Development, see [12, 37], and for this topic in the
context of mashups, see [12, 68].

Context

The long-term goal of developing languages or interfaces that support the
scientist, the architect, the teacher, or the layman without computer or pro-
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gramming expertise, was already proposed by James Martin in 1967 [54].
The construction and deployment of infrastructure for supporting the lay-
man who wants to couple together his existing applications has been tackled
only recently, for a recent survey see [50]. The applications that this end
user wants to integrate and for which he wants have a personal, unified in-
terface, (say on a hand-held or even a mobile phone) may be, for instance,
location services, map providers, consumer equipment (his personal camera
or voice recorder), “smart equipment” at home or in the car, general infor-
mation sources (news, stocks information, weather information, traffic, etc.)
and social media.
Client-side mashups offer integrated, fully customized, trusted web pages
that can be modified ad-hoc. They are created whenever the user does not
find an existing way to address his goals for merging and displaying the
available information that he would like to combine. Users are able to create
their mashups in several ways: by directly programming the mashup using
HTML, Javascript, etc. or by using mashup-creation tools like Chickenfoot,
from MIT, or Marmite, from CMU. Chickenfoot, see [21], is an extension
to the Mozilla Firefox web browser, consisting of a library that extends the
browser’s built-in JavaScript language with new commands for web automa-
tion, and a development environment that allows Chickenfoot programs to be
entered and tested inside the web browser. Marmite, see [89], is an end-user
programming tool which allows users to extract content of his interest from
one or more web pages, process it in a data flow manner, integrate it with
other data sources (either from local or remote databases), and direct the
output to a variety of sinks, such as databases, map services, text files, web
pages, or compilable source code that can be further customized.

Solution: Structure

The main actors are:

User
The user who creates the mashup.

Client
The user’s web browser loads the created mashup and renders the mashup
and all embedded third party content and/or code.

Mashup
The user created webpage that combines the desired third party content
and/or code.
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Primary server
The primary server stores the mashup created by the user. For client-
side created mashups, the client usually assumes the role of the primary
server.

Third party web server
The web server providing content for the mashup.

Third party content
The content from the third party is embedded into the mashup.

Third party code
A set of functions (often in JavaScript) and data which are loaded by the
browser processes the primary web page.

Solution: Dynamics

The first steps do correspond to the three fist ones of the base pattern "Basic
Interaction in a Web Mashup", but keep in mind that the client here plays
the role of the primary server:

1. The user initiates via the browser (or rich client), or perhaps over a
mashup-proxy, etc) a request to load a certain URL.

2. The web server, running as a proxy in the client itself, returns the web
page in form of html code and possibly other elements (images, scripts,
...).

3. The page is processed.

4. As part of the processing and rendering of the mashup, the browser
notices that third party content is referenced...

5. ...and sends a corresponding request to the third party web server.

6. The third party web server returns the requested content which is
rendered and displayed by the browser together with the content from
the other third party servers.

7. The process repeats until all third party references are resolved.
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Proxy Web Server in the ClientProxy Web Server in the Client 3P: 3rd Party Web Server3P: 3rd Party Web ServerB: BrowserB: Browser

1. Request(URL)

2. Return (Web Page)

3. Process Page

06 Pceuc

 

Client-Side-End-User-created-Mashup

loop

4. FindUnresolvedReference

7. FindUnresolvedReference

C: ClientC: Client

5. Request(URL)

6. Return (3rd Party Content and or Code)

[ foundUnresolvedReference

 

= True ]

Figure 8: Client-Side End-User driven Proxy Mashup

Consequences / Trade-Offs / Alternatives

This pattern is used to create user-driven integration of content or code and
interaction between parties. On one hand, the security issues and risks are
here much less than in the server-driven solutions simply because of the
trust relationships between the client and the third parties. The user clearly
decides which services to use or not as third parties, and is thus in better
position to assess what his own requirements are and what risks he wants
to take or not. The caveat is that this is an additional burden for the user,
and, in particular, he must be security-aware and versatile in the issues that
may affect him. However, he is free of all dynamical issues that are out of
his control in server-driven solutions.
On the other hand, while the focus of WebSand is to support server-driven
integration of content or code, the results of the project should also be of use
here. The main difference is that the server does not create nor distribute
the policies to be enforced, but the user. This again, requires the user to
have some working knowledge in security, or there may emerge third-party
organizations helping users in this type of effort.
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Instantiations / Implementations

There are many client-side user-created mashups addressing particular ob-
jectives of individuals, merging information from several third party servers
and displaying them in personalized, particular way as intended by the user.
For users to create mashups, besides programming themselves in HTML,
JavaScript, etc., they may use programming tools like Marmite, or the Chick-
enfoot and Greasemonkey Firefox extensions. The interested reader will find
examples of such personal applications in the links of the websites of those
references.
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3.7 P07 Server-Side End-User driven Proxy Mashup
Name

Server-Side End-User driven Proxy Mashup

Related patterns

Extends Pattern:
P01: Basic Interaction in a Web Mashup

Similar to Pattern:
P02: Client-side Third Party Content Integration
P03: Client-Side Third Party Code Integration
P04: Server-side Third Party Content Integration
P05: Server-Side Third Party Code Integration
P06: Client-Side End-User driven Proxy Mashup
For a description of the similarities, see the Sections above.

Summary

A user creates and uses a mashup in a server that he owns or that he uses,
provided by some cloud service, for instance. He integrates content and code
from other third parties in this server to be accessed from several devices
or clients. Thus, this pattern is often not only used for the purposes of one
single individual but for the ones of a group of them.

Problem

The problem that needs to be solved is very similar to the one of the pre-
vious pattern: a user, with perhaps limited programming knowledge and
experience, wants to create his own web application for his own purposes,
integrating the information of his choice. But in contrast to that one, which
was only for his own personal use, the application he wants to construct
should be reachable from several clients and devices. Typically, the applica-
tion he wants is not only for his own use, but for the use of a group of friends
or a family, for a small enterprise, a club, etc.

Context

This server-side mashup allows the integration of diverse third party content,
and makes it available to different devices. The primary server may provide
content itself, but quite often it does not: its goal is to integrate all elements of
the mashup. As in all other server-side patterns, the primary server performs
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the integration, and thus the client is unaware of the origin of each component
of the mashup. In this case, since the user is the “business owner” of the
mashup (in other words, the mashup is user-driven: the user controls the
mashup), the users behind the client do, in general, perfectly know where
each element comes from.
Server-side mashups are usually created to add more value to available infor-
mation, as users benefit by obtaining complementary information from the
same source. For example, Delexa.org combines data from the social book-
marking site del.icio.us and the web site traffic tracker Alexa, alleviating the
limitation of Alexa site on sorting top traffic sites by topic [62]. Server-side
mashups are well suited for organizational purposes, as they can combine
all relevant information from the entire organization into one mashup for
real-time decision making, see Presto, [45, 47, 46].

Solution: Structure

The main actors are:

Client
The user’s web browser that loads and renders the mashup.

Mashup
The mashup served by the primary web server. It contains references to
the third party contents and code which are loaded and embedded by the
primary web server.

Primary web server
The content provider that delivers the mashup. It integrates all third
party content and code into the mashup and sends it to the client.

Third party web server
The third party web server providing the third party content and code.

Third party content
The content from the third party that is embedded into the mashup.

Third party code
A set of functions (often in JavaScript) and data which are loaded by the
browser processes the primary web page.
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Solution: Dynamics

1. The user agent requests the primary web site to the primary web
server.

2. As part of resolving the request from the client to deliver the mashup,
the primary web server notices that third party content or code is refer-
enced and...

3. ... the primary server sends a corresponding request to the referenced
third party web server.

4. The third party web server returns the requested content and/or code...

5. ...which is integrated as intended by the primary web server into the
mashup.

6. The process repeats until all third party components are integrated
into the mashup.

7. The primary web server delivers the mashup with the integrated com-
ponents to the client, where the web browser renders the mashup.

WS: Primary Web ServerWS: Primary Web Server 3P: 3rd Party Web Server3P: 3rd Party Web ServerC: ClientC: Client

1. Request(URL)

6. Return (Web Page)

3. Request(content)

4. Return (3rd Party Content and Code)

07 Pseuc

 

Server-Side-End-User-created-Mashup

loop [ foundUnresolvedReference

 

= true]

2. FindUnresolvedReference

5. Integrate code and content; FindUnresolvedReference

Figure 9: Server-Side End-User driven Proxy Mashup
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Consequences / Trade-Offs / Alternatives

This pattern is quite close to other ones that integrate data or code both
in clients or in servers (P02, P03, P04, and P05). The main difference to
all of them is that the interactions are, at least in principle, user-driven.
In this sense, this pattern is closer to the previous one (P06). The user
creates the mashup and decides which content or code should be integrated
in which situation, and he defines the policies regarding the use of his personal
private information. So far the similarity. But in this case, the user has no
control on the enforcement of the policies that he may have provided. This
is true because, instead of integrating the code and content in one client, he
integrates it in a server, that may or not belong to him or be under his full
control or not. Since the mashup is hosted in a third party, he must have
very strong trust assumptions on it. Perhaps the infrastructure provider runs
scans for law-enforcement or for espionage, or perhaps the the underlying
server has been corrupted or compromised.

Instantiations / Implementations

Enterprise mashups are examples or Server-side end-user created mashups.
The website HousingMaps (http://www.housingmaps.com) combines Craigslist
rental listings with Google Maps for a visual representation of local apart-
ments for rent in the United States, even though it is in no way affiliated with
craiglist or google. The website EveryBlock (http://www.everyblock.com/about/)
is a combination of many different types of local news complemented with
content from Flickr, Yelp, Craiglist, etc.
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3.8 P08 Third Party User Interface Integration
Name

Third Party User Interface Integration

Related patterns

Extends Pattern:
P03: Client-Side Third Party Code Integration
In this pattern, P08, we consider only the variant of a client-side User
Interface integration (we omit a description of a server-side variant,
which is does not provide new user interactions compared with P05,
Server-Side Third Party Code Integration).

Summary

A user visits a web page which contains a third party user interface, i.e.
the page integrates third party functionality (code) which is used to provide
a user interface (UI). Since the user interacts with the UI, the third-party
elements are usually clearly visible to the user and, in most cases, he is
able to tell their origin. Note that when we say “User Interface Integration”
we mean the integration of an external (third party) User Interface into a
mashup, with content or code from the main server, at least. A more complex
topic of its own is the integration of different User Interfaces from different
places, see [28], and for which there is still no general solution yet.

Problem

The problem is a particular case of the one discussed in patterns P03 and
P05, where third party code should be reused and integrated in a setting
that was not foreseen when the code was designed. In this case, the code is
integrated in order to provide a User Interface. Here we will only consider
the variant of a client-server integration, although a variant for server-side
mashups exists and, albeit it is used less frequently, it does not provide us
any new interactions from the point of view of the user and no new security
risks or issues.

Context

As discussed for instance in [28], the integration of a User Interface may
happen with different types of interoperability. Maybe the application that
one wants to integrate has no explicit interface that allows controlling its
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UI or it has only a hidden, not publicly described, interface. Increasingly,
applications are providing a description of their UI and an API to manipulate
the UI at runtime. The API can be at different levels of abstraction; it
may allow control of individual UI elements such as button or text areas, or
expose objects or entities as well as operations to change the UI based on
those entities.

Solution: Structure

This structure is very similar to the one of P03(Client-Side Third Party Code
Integration), but there are some differences in their roles and activities:

Client
The user’s web browser that loads the primary web page. During the
rendering process, it loads the third party User Interface (UI). The User
interacts with this UI.

Primary web page
The web page is served by the primary web server and rendered by the
user’s browser. It includes a reference to the library and in particular to
the UI, which is loaded once the browser processes this reference.

Primary web server
The content provider that delivers the primary web page.

Third party web server
The web server providing the third party library that is used by the
primary web page.

Third party library and UI
A set of functions (often in JavaScript) and data which is dynamically
loaded once the browser processes the primary web page and which pro-
vides a User Interface in the client to the User.

Solution: Dynamics

The dynamics extend the activity in P03(Client-Side Third Party Code In-
tegration), see Figure 10:

1.-6. See pattern P03, Client-Side Third Party Code Integration
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7. The user initiates a sharing request, for example, by clicking a button,
entering some information, moving some markers, etc. The third party
library code runs, and

8. ... optionally, it sends some information to the third party that de-
pends on the information generated by the user interaction.

9. The third party server usually reacts to the user information received,
for instance providing an acknowledgement or repositioning a map, etc.

WS: Primary Web ServerWS: Primary Web Server 3P: 3rd Party Web Server3P: 3rd Party Web ServerC: ClientC: Client

1. Request(URL)

2. Return (Web Page)

3. Process Page

6. Run library code 

7. User Interaction with 3P element & run again library code

08 nw

 

Ptpui

 

Third Party User Interface Integration (+Pwidg

 

via Widget)

4. Request(URL)

5. Return (3rd Party code [and perhaps Content])

8. Request(URL, parameters that depend on the user interaction)

9. Return (3rd Party Content)

opt

Figure 10: Third Party User Interface Integration

Consequences / Trade-Offs / Alternatives

The problem of integrating Third Party User Interfaces on clients is not easy
to solve, and there are probably no existing alternatives to this pattern that
do this. Of course, a programmer may create another user interface to use
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in a main web page and relay (bridge) any interaction on this interface to
the third party, but this solution has many drawbacks in terms of flexibility,
maintenance, and performance.
Note also that this is the first pattern in which the user sends a second request
(GET or POST) to the third-party application with some further informa-
tion, based on a user interaction with the UI. This is important because it
introduces, as a consequence, a new security risk: the third-party gets new
information from the user that depends on his interaction with the page al-
ready displayed. Which private information is sent to the third party depends
on the code that is running in the client. In principle this risk already existed
in P03(Client-Side Third Party Code Integration), but a simple mitigation
that would work for that situation will not work any more, as the client can
be hindered to send any information to a third party after the page is dis-
played and after the user interacts with the page. Here, the functionality of
the UI is exactly (in case of step 8 above) to send some new information to
the third party. Thus, this pattern prohibits a simple solution to the problem
and requires that the designers ask themselves which information should be
sent to the third party and how to enforce this restriction.

Instantiations / Implementations

Many third parties provide code for standard user interfaces (UI), mostly
as so-called widgets, for integrating their content or service into other web
pages. Such widgets are often used for read-only streams: users can em-
bed them in other applications (say, in a mobile phone or for displaying in
a screen at home) to quickly access application data and services without
launching a new activity. The content is available in this case only in read-
only mode. However, the user interface may additionally facilitate certain
client-side events/actions, e.g. relocation of the markers on Google Maps
i.e. the widget API may provide certain user-customizable features, in a re-
stricted manner since the primary control will still stay with the provider.
Known example instantiations are:

1. Twitter Widget: displays user A’s status updates using Twitter’s Sta-
tus Timeline API which is then embedded in the primary web page.
Definition: Display your most recent Twitter updates on any web
page[6].
The following JavaScript code is embedded in the primary web page:

1 <script src="http :// widgets .twimg.com/j/2/ widget .js" ></
script >
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2 <script >
3 new TWTR. Widget ({
4 version : 2,
5 type: ’profile ’,
6 rpp: 5,
7 interval : 6000 ,
8 width: 250,
9 height : 300,

10 theme: {
11 shell: {
12 background : ’#333333 ’,
13 color: ’# ffffff ’
14 },
15 tweets : {
16 background : ’#000000 ’,
17 color: ’# ffffff ’,
18 links: ’#99 a0eb ’
19 }
20 },
21 features : {
22 scrollbar : false ,
23 loop: false ,
24 live: false ,
25 hashtags : true ,
26 timestamp : true ,
27 avatars : false ,
28 behavior : ’all ’
29 }
30 }). render (). setUser (’twitter_username ’).start ();
31 </script >

Listing 1: JavaScript code for Twitter Widget to post tweets to an external
website

The widget.js calls twitter’s user_timeline API to return the most re-
cent statuses either of the authenticating user or of another user by
providing his screen_name or user_id[5]:
http://api.twitter.com/version/statuses/user_timeline.format

Return Format: JSON, XML, RSS, atom
Cross-Domain Access: Dynamic scripting, referred to as JSONP in case
of JSON output format

2. Google Widget

3. Weather Widget
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3.9 P09 Resource Reference Sharing
Name

Resource Reference Sharing

Related patterns

Extends Pattern:
P08: Third Party User Interface Integration

Summary

Resource reference sharing refers to the sharing of a resource, usually some
personal information, such as a text, a photo, or video with other people,
like friends or family. In this solution, the required technology is based on
sharing a reference (link) to the resource and the infrastructure is provided
by third party.

Problem

A resource, owned by an End User and often containing some personal infor-
mation, such as a text, photo, or video should be shared with other people.
This should be achieved with only little effort for both users (the one who
wants to share the reference with others and the one that wants to access it)
and to the primary web page containing the resource.

Context

The concept of resource reference sharing has been made most prominent by
social media platforms. Facebook, Google, Digg, and LinkedIn, for example,
offer the possibility to share references of various resources via a correspond-
ing social media profile.
In most cases, the information to be shared is Personally Identifiable In-
formation (PII), that is to mean, information that can be used to uniquely
identify, contact, or locate a single person or can be used with other sources
to uniquely identify a single individual, [32]. PII is a legal concept, and the
importance of the protection of PII is constantly increasing, also because
of the versatility and power of modern identification and re-identification
algorithms, see for instance [59, 60].
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Solution: Structure

The main actors are:

Browser
The browser loads and renders the primary web page and initiates the
sharing by interacting with the third party sharing element.

Primary web page
The page containing the resource to be shared.

Primary web server
The web server providing the primary web page.

Third party web server
The web server providing the sharing element that processes a sharing
request.

Third party sharing element
A content element provided by the third party web server and integrated
at client-side. It processes a sharing request by sending the reference of
the resource to the sharing platform.

Third party sharing platform
The third party maintains the web page where the shared reference are
stored and presented to other users.

Users seeing the shared reference
Other users can surf to the sharing platform and thus see the shared
references.

Solution: Structure

The sharing feature is implemented in form of a third party content element
(see Pattern 02), in most cases a button or text link, that is embedded within
the resource’s website. The user can initiate the sharing by interacting with
the element. When this is done, for example by clicking a button or text link,
the reference is send to a sharing platform offered by the same third-party
that provides the button. The user may need an account with the third party
provider. The same holds for users that want to see the shared reference.

Solution: Dynamics

An overview of the user interaction flow can be described as follows:
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Figure 11: Resource Reference Sharing

1.-6. See base pattern P03, Client-Side Third Party Code Integration.

7. The user initiates a sharing request, for example by clicking a button.

8. The third party library code obtains the resource reference and sends
it to the third party.

9. Depending on the third party platform, the user has to take further
actions, such as log-in and confirm the request to enable the publishing
of the reference.

10. - 11 Other users can see the published references by requesting the
corresponding web page from the sharing platform. See base pattern P02,
Client-side Third Party Content Integration

Consequences / Trade-Offs / Alternatives

In order to share a resource, say a photo or another multi-media file, a simple
alternative to this pattern is to share the resource directly, say by mail. It is
also possible to upload the resource as a file to a personally owned server and
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provide an interface to access it, controlling the access rights as desired. Both
alternatives are (still) quite common today, but represent more effort for the
participants. A further problem with the alternative is that the resource
shared (say, by mail) would not be integrated or embedded in the context
of the other media, or in the context of a conversation in a forum, etc. It
is possible to integrate photos in a photo album, but it is not so easy if the
elements are all of a completely different nature. For instance, using the
pattern just described, it is possible to share not only one picture, but also
some related music and text in an integrated fashion, within a given context.
The consequences of this pattern regarding privacy are enormous. People are
sharing lots of personal information that disclose many details about their
personal lives. The problems associated with it have been discussed in the
media and in academic publications, see [66] just to mention one entry point
to this vast topic. Two particular consequences in this context are due to the
lack of control over the resource once it is shared. They are: the third-party
may use this information for purposes that are not the intended one (as an
example: not surprisingly, when a new member enters a social forum the
provider is able to present him a large list of persons that he knows in real
life), or other people may copy and share the resource in a way that was not
what the owner had in mind.

Instantiations / Implementations

Facebook Like, Google +1, Digg share, Delicious bookmark, and LinkedIn
share are examples for resource reference sharing platforms. They all provide
HTML buttons that can be embedded via JavaScript code within the resource
website. The dynamically loaded code has access to the web page’s DOM-
API and is thus able to determine the URL for the resource that should be
bookmarked.
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3.10 P10 Third Party User Tracking
Name

Third Party User Tracking

Related patterns

Extends Pattern:
P03: Client-Side Third Party Code Integration

Similar to Pattern:
P08: Third Party User Interface Integration
P09: Resource Reference Sharing
P12: Capability-based Authorization Delegation

Summary

Third Party User Tracking refers to collecting and processing information
about a user’s web activity. The functionality is provided by a third party,
and in most cases, the tracking happens without the user’s knowledge and
consent.

Problem

The web surfing behaviour of users should be tracked and made available for
further use. The tracking functionality should be easy to integrate from a
third party and remain transparent to the users.

Context

Logging and analysing a user’s web surfing behaviour yields valuable infor-
mation for web masters and advertisement companies. The former can use
the information to improve the website’s structure and content while the lat-
ter can display customized advertisements. Examples of information that is
tracked are the IP address, cookies, keywords of the website embedding the
tracking mechanism, search queries with results, and the URL the user came
from.

Solution: Structure

Third party user tracking is implemented using the concept of a client-side
third-party library (see Pattern P03). Due to a tight integration into the web
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page’s DOM, the third party tracking library is able to gather the relevant
information. The library code also initiates the transfer of the collected
tracking results back to the third party who provides and maintains the
tracking library and who stores the tracking information for further use.
Depending on the use case, the data is further processed and customized third
party content is displayed, to the web owners of the main service provider or
to fourth parties, based on the tracking information.
The actors are the same as in P03, Client-Side Third Party Code Integration,
but the roles are slightly different:

Client
The user’s web browser that loads the primary web page. During the
rendering process, it loads the third party tracking library and integrates
it in the primary page’s scripting code. The user sees, in general, no
signal about the tracking activity to take place.

Primary web page
The web page is served by the primary web server and rendered by the
user’s browser. It includes a reference to the tracking library, which will
be loaded once the browser processes this reference.

Primary web server
The content provider that delivers the primary web page and contains a
link to the tracking server.

Third party web server
The web server providing the third party library that is used by the
primary web page.

Third party library
A set of functions (often in JavaScript) and data which is dynamically
loaded once the browser processes the primary web page and is used to
collect user data and send it to the tracking server (third party).

Solution: Dynamics

1.-6. See base pattern "Client-Side Third Party Library Integration".

7. The third-party code collects tracking information and sends it back
to the third-party.

8. The third-party server processes the information for further use.
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Figure 12: Third Party User Tracking

A possible extension of this dynamic is that fourth party content, selected
based on the tracked information, is integrated at the client-side (say, adver-
tisement, google adsense) or that third party content, based on the tracked
information is published on another web page (CESARE, google analytics).

Consequences / Trade-Offs / Alternatives

As with the previous pattern, the consequences for privacy are enormous, see
[49] as an entry point. One factor that is particularly bothering in this case is
that the tracking is done (in general) not only without the consent of the End
User, but even without his notice, see [81] where many technical alternatives,
legal consequences, and possible trade-offs are discussed in detail.

Instantiations / Implementations

Wikipedia in [88] lists web analytics software used to collect and display
data about visiting website users. This user can be self-hosted software (free
/ open source, proprietary, or mixed) or hosted externally (as Software as a
Service).
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Important instantiations of this pattern may be found in Google Analytics
and Google AdSense. However, when reading the descriptions below, please
keep in mind that besides using this pattern, both services integrate many
other technical elements.

Google Analytics is the most popular traffic analysis tool. According
to W3Techs3 it has a market share of 80+%, and more than 50% of all
websites on the Internet are analysing their traffic with Google Analytics.
By embedding a basic JavaScript snippet into a web page, the web master
can find out things such as which content gets the most visits, the average
time spent on the page and which links are driving the most visitors to the
site.
Google Analytics implements tracking in two different ways, depending on
the moment during rendering when the tracking script is executed: online
(as discussed above) and off-line. The asynchronous tracking mechanisms are
mostly based on HTML5, but they also depend on the browser properties:
Applications that are cached load and work correctly even if users click the
refresh button when they are off-line. Those events are stored and can be
used later for tracking purposes.
The according JavaScript code for synchronous and asynchronous tracking
is presented in Listing 2.

1 <script type="text/ javascript ">
2 var _gaq = _gaq || [];
3 _gaq.push ([’_setAccount ’, ’UA -XXXXX -X’]);
4 _gaq.push ([’_trackPageview ’]);
5 ( function () {
6 var ga = document . createElement (’script ’); ga.type = ’text/

javascript ’; ga.async = true;
7 ga.src = (’https:’ == document . location . protocol ? ’https ://

ssl ’ : ’http :// www ’) + ’.google - analytics .com/ga.js’;
8 var s = document . getElementsByTagName (’script ’)[0]; s.

parentNode . insertBefore (ga , s);
9 })();
10 </script >

Listing 2: The Google Analytics JavaScript Code

Google AdSense : Google uses the Internet search technology to embed
advertisements on web pages, based on the website content, the user’s ge-
ographical location, etc. see [1]. It is now popular for placing contextual

3World Wide Web Technology Surveys, http://w3techs.com/
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and customized advertisements on a website, because the advertisements are
less intrusive than current banners, and the content of the advertisements is
related to the content of the website. It gathers several types and sources
of information such as keywords of the website content, cached pages and
search results. The primary web page contains JavaScript code that uses
inlined JSON to fetch ads from Google’s server which are integrated at client
side.
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3.11 P11 Geolocation Sharing
Name

Geolocation Sharing

Related patterns

Extends Pattern:
P03: Client-Side Third Party Code Integration
This pattern extends P03. The sequence of messages in P03 and P11
look identical, if one abstracts away from the actual contents sent
in the messages. That is: Figures 5 and 13 have exactly the same
structure: six messages in exactly the same sequence exchanged by
the same partners. P11 extends P03 in the sense that the messages
of P11 contain more, and more sensitive, information. We also want
to remark that P11 may be indeed considered to be similar to other
patterns, say to P02, P05, P08, and P10, but the apparent similari-
ties are not so clear or profound to stress them.

Summary

This pattern encompasses multi-party component interactions which involve
marked (tagged) user’s private information with meta-data that contains
time and /or location information, and embeds this information as an overlay
on maps, etc.

Problem

From the point of view of the user, the problem he wants to solve is to see
some information that he has, say the location of a group of friends, the
location of sushi bars close to where he is now, the location of the six trucks
that he owns, etc, on a map. From the point of view of the web developer,
he wants to achieve this task for the user with the least effort, and offering
flexibility to change the region, the zoom, the number of geo-tagged objects,
etc.

Context

There are at least three different problems or tasks that must be clearly
separated:
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Geotagging Information
When a user archives or shares some information, it is often relevant to
include a tag that informs about the time and place where the information
(a photo, a movie, a song, etc.) was produced or collected. These geotags
are important in order to accomplish the task described in this pattern,
but it is also relevant for other purposes, to archive this data in a server
(and be able to search for it later on, based on geographic data) or to
share it with other users, say in a social forum. Both Twitter and Google
Plus allow adding GPS location to the status messages.

Geotagging binds geocoded [30] physical location to any digital resource.
Geocoded information is in general quite precise; it mostly refers to ge-
ographic co-ordinates represented as latitudinal and longitudinal values,
or coded as standardized civic location information, as the one defined
by the IETF, see [78], constructed from processing other non-standard
geographic data such as postal code, street address, city, etc. Not only
can geotags be added to photos but also to websites, online statuses, on-
line product shopping catalogues and any other digital media. This is
achieved by adding latitudinal and longitudinal location co-ordinates as
meta-information (tags) to the resource. Scenarios involving eHealth sys-
tems can also be seen as the ones that gather location information. For
example, patient’s geocoded information is stored by eHealth systems for
patient monitoring and medical emergencies.

Visualizing Geotagged Information (usually on a map)
This current pattern, P11, addresses this wish of rendering information in
a map (or perhaps using another visualization interface), perhaps allowing
some further interaction, like giving instructions to a driver, choosing a
place to meet, finding further related information, etc. As a pre-requisite,
we assume that the information is already tagged.

Sharing or further using Geotagged Information
This current pattern is often used in combination with P09, Resource
Reference Sharing, in order to share the tagged private information.

Wikipedia defines Geotagging as “process of adding geographical identifica-
tion metadata to various media such as a Geotagged photograph or video,
websites, SMS messages, or RSS feeds and is a form of geospatial metadata”,
[2]. For our purposes, we extend this definition to include also timing in-
formation. In simpler words, Geotagging can be defined as marking social
media with location information or time. As discussed in [48], the full impli-
cations of geo-tagging are still difficult to predict: “Geocoded data has many
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applications, but until very recently, it was time-consuming and difficult for
non-specialists to determine the physical coordinates of a place or object,
and options for using that data were limited. Now, many common devices
can automatically determine and record their own precise location and can
save that data along with captured media (like photographs) or can transmit
it to web-based applications for a host of uses. [...] the impact in research
has already been profound”.

Solution: Structure

The actors are the same as in P03, Client-Side Third Party Code Integration,
but the roles are slightly different:

Client
The user’s web browser that loads the primary web page, which contains
geo meta-data. During the rendering process, it loads the third party
library and integrates it in the primary page’s scripting code.

Primary web page
The web page is served by the primary web server and rendered by the
user’s browser. It includes a reference to a library, offered by a map
provider, which will be loaded once the browser processes this reference.

Primary web server
The content provider that delivers the primary web page and contains a
link to the map provider server.

Third party web server (Map Provider)
The web server providing the third party library that is used to place the
tagged information on the map.

Third party library
A set of functions (often in JavaScript) and data which is dynamically
loaded once the browser processes the primary web page and is used to
overlay the information in the map, and also to zoom or to recentre the
map. For this some parameters about the locations must be sent to the
map provider (third party).

Solution: Dynamics

Various mashup scenarios can be observed that involve sharing of geocoded
information. Geotagging implies sharing location information related to any
kind of social media.
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The user interaction work-flow for geotagging is represented in Figure 13.
This figure resembles quite closely the one for P03, Client-Side Third Party
Code Integration. The main differences are the type of information sent and
the internal activities of the servers and client.
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Figure 13: Geotagging Mashup

As an example, an overview of the user interaction flow for Photo Geotagging
can be described as follows:

1. The client requests for a digital resource, a photo for example, from
the web server.

2. The web server sends the photo along with its geo tags.

3. A third-party mapping service JavaScript is added to the DOM at the
client side. There are variations of how this JS code is added to the
DOM. Seen from most common examples, it can either be added by a
user at the client-side e.g. as a Greasemonkey Script in case of GMiF[3],
or is returned by the primary web server as a part of the DOM, e.g. in
case of Flickr Geotagging with in-built Yahoo Maps. In any case, this
third-party JS Script code refers to some map service such as Google
Maps or Yahoo Maps as is loaded into the DOM.

4. A client-side JS event causes an HTTP Request to the third-party
web server requesting for a map and map-markers with respect to the
geocoded information.
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5. The third-party web server returns the map and map-markers.

6. At the client side, the resource and the corresponding marker are com-
bined (or overlaid) with the map and rendered.

Many mashup services exists and can be easily implemented with variations
that request digital resources (e.g. photos) from one third-party server, map
from another third-party server and provide their own JS code that combines
the two resources at the client-side. Such as JS code can utilize open APIs
from both third-parties to overlay resources with their geotags onto the map.

Consequences / Trade-Offs / Alternatives

A stand alone application would be a perfect alternative, if the purpose is
not to share the information. However, if the purpose is not only to tag the
information, but also to share it with other users, then any alternative to this
pattern requires a large effort from part of the End User to manually tag his
resources (photos, for instance) with precise standardized geotags that can
be used by other processes; this is usually the case.

Instantiations / Implementations

eHealth Patient Monitoring
Almost all patient monitoring services tag the data with time informa-
tion and, increasingly, with location information (if available). This in-
formation is often sent to a treating doctor, a hospital or directly to an
emergency squads, if an alarm is triggered.

Flickr Photos Geotagging with online Maps
It is increasingly common to tag photos and place the tags in Yahoo maps.
A similar interaction is provided for Google maps too, GMiF, [3]. GMiF
(http://webdev.yuan.cc/gmif/) brings together Flickr pictures, Google
Maps, and Google Earth within the Firefox browser (http://www.mozilla.com/firefox/)
via a Greasemonkey (http://www.greasespot.net/) add-on.

Petstore Mapping Mashup
A Petstore Application a reference web application that is part of the
Java BluePrints Program ([62]) has a Data-Base of meta-information (in
the form of Geo Tags) assigned to the photos of pets. The end user can
search for a pet or type of pet, see the picture and get maps that shows
where the pets for purchase are located.
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Housing
A common application is to mark houses on sale using geo-location meta-
data and to map the location onto online maps, providing additional
information about the sale-price, living area, supermarkets nearby, etc.
All this information is represented as individual pins on the map. Ex-
amples of this are Housingmaps.com, a mashup of Craigslist and Google
Maps. The neighbourhood may also be tagged with further information
regarding the living quality. For instance, Adrian Holovaty’s Chicago
crime map (http://chicagocrime.org), provides an interface to a database
of crimes reported in Chicago fronted via a online maps.
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3.12 P12 Capability-based Authorization Delegation
Name

Capability-based Authorization Delegation

Related patterns

Extends Pattern:
P03: Client-Side Third Party Code Integration

Similar to:
P14: Two factor, two channel authentication
Patterns P12 and P14are similar in the sense that they both address
AAA (authorization, authorization, accounting) issues in roughly
similar ways (using credentials distributed online). For a short dis-
cussion of this similarity (and differences) see P14. We also want
to remark that P02 may be found similar to P12, but the apparent
similarities are not so profound to stress them.

Summary

When a user wants to request the third-party app to perform an operation
on its asset managed by a social media platform, the third party application
must prove to the social media platform that indeed it is acting on behalf
of the user. This interaction allows the application to verify the user’s au-
thorization and to grant to the third-party application the execution of the
requested operation.

Problem

Certain operations on assets owned by users are critical in nature due to
the separation of trust boundaries between the communicating parties, the
sensitive nature of the assets, the possible side-effects of the operation on
the assets, and the flow of the sensitive information across different trust
domains. In such situation, a need arises to delegate the process of autho-
rization. The authorization mechanism relies on a capability-based access
model.

Context

Several standards have evolved to offer protocols and infrastructure for single
sign-on (SSO). This is the process by which a user has to authenticate himself
only once, either using his basic credentials like username and password or

FP7-ICT-2009-5
Project No. 256964



D1.2: Interaction Patterns and Security Properties 72/123

through PKI, in a composed system with different administration domains
or servers. His first authentication is enough to create tokens or capabilities
that are distributed over the protocol, and he is able to use other services in
the system without having to authenticate again. The same protocols can
be used to delegate an authentication: a user authenticates with one server
and this authentication is valid also for another server where he is unknown,
anonymous or where he has no credentials to authenticate directly with.

Solution: Structure

To understand the pattern it is essential to understand certain properties of
the actors involved in the process and the roles they play:

Client
The device (and SW) that the user uses to request a third-party app to
perform an operation on his asset, located at the primary social media
platform.

Primary social media platform
This server provides certain basic functionality and features to its users
and manages user data and operations on it. The primary social media
platform also provides an API.

Third-party Application
This is the application, that has been developed based on the given API
with the goal to provide additional features or functionalities to the user
of the primary social media platform.

Solution: Dynamics

The most commonly seen example today amidst social media technologies are
the third-party applications integrated or plugged into a particular primary
social-media platform such as Android OS, Facebook, Flickr, Twitter, etc.
These primary social media software for web or web-enabled devices provide
their own APIs to develop third-party applications in order to provide certain
integrated functionality to the users. However, this requires to control and
manage the authorization rights of the third-party applications to access user
data or assets. The authorization is performed in a capability-based style.
Delegation of authorization in such distributed work-flows is used to prove
the legitimacy of operations performed by the third-party applications with
respect to the user assets.
An overview of the user interaction flow can be described as follows:
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Figure 14: Capability-based Authorization Delegation

1. The user requests the third-party app to perform an operation on its
asset managed by the primary social media platform.

2. The third-party application sends the request containing the resource,
operation pair to the primary social media platform.

3. The primary application delegates the authorization grant request to
the user, requesting for granting necessary permissions for the third-
party application.

4. In case the user is not logged on to his user account at the primary
platform, he is presented with authentication challenge and logged in
after providing a correct response.

5. The user sends back the necessary authorization permission, defining
precisely whether the particular operation on the requested asset is
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Figure 15: Facebook: Request for Access Permission for third-party Appli-
cation

granted or denied.

6. The primary application verifies the authorization permissions and if
the access has been granted, its allows the third-party application to
execute the necessary resource/operation request.

The work-flow for the interaction pattern are shown in Figure 14

Consequences / Trade-Offs / Alternatives

Although very close to SSO, usually this pattern is used to authorize a server
to act in the name of a user, while SSO is used to authenticate a user for
different services. For the exact purpose of this pattern, no real alternatives
exist that would not call for a large programming effort.

Instantiations / Implementations

1. Cross-domain blogging: “Selective Tweets” for Facebook, “Twitter App”
for Facebook, etc.
Twitter App for Facebook: It is a third party application developed
using Facebook API for posting twitter updates to user’s Facebook
Profile. The Twitter App for FB has been developed using the Face-
book’s JavaScript SDK[9]. Apps on Facebook.com are loaded in the
context of Facebook.[7]. Access to user’s Facebook account information
is restricted via access permissions. Refer to Figure 15 and Figure 16.
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Figure 16: Facebook Graph API Permissions, excerpt from
http://developers.facebook.com/docs/authentication/permissions/

The twitter app requests for access to user’s basic and profile infor-
mation. Facebook API requires third-party apps to authenticate via
OAuth.

2. Twitter Apps: Applications developed using Twitter API
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3.13 P13 Basic Distributed Work-Flow
Name

Basic Distributed Work-Flow

Related patterns

Extends Pattern:
P01: Basic Interaction in a Web Mashup

Similar to Pattern:
P03: Client-Side Third Party Code Integration
P12: Capability-based Authorization Delegation
P14: Two factor, two channel authentication

Summary

When performing a complex web activity, the user uses different online ser-
vices in a coherent way: the conditions in one service may be dependent form
the results in other ones. For such composed services, this pattern allows to
integrate a subordinate third-party service, during the successful execution
of a primary service. The result is an integrated work-flow, which composes
the single services to one.

Problem

Consider the situation where a primary service provider requires some data
or functionality from another server, such as an online shopping website or
a payment service. The purpose is not to access a photo or video, as in the
previous pattern, but rather for the purpose of completing one particular
work-flow that provides a concrete service to the end user.

Context

The work-flow of a service consumption that involves both a primary service
provider and a third-party service provider is distributed in nature. One of
the steps in the primary work-flow is extended to consume the third-party
service. Therefore, the basic service consumption work-flow is extended to
a distributed work-flow involving communication with an external service
provider. Needless to say, as the user serves as a consumer to the primary
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service provider, the primary service provider in turn serves as a consumer
to the third-party.
Services such a online shopping, commenting on blog posts, etc. are based
on distributed service management.

Solution: Structure

The structure is similar to previous ones:

Client 1
The device (and SW) that the user uses to access a web application (and
in our context, a mashup).

Primary Server
This server provides certain basic functionality and features to its users.
In certain cases, a strong authentication is required.

Client 2
The device that the user uses to obtain some credential information from
the main server. This may be a PIN or a TAN or some challenge that in
the Client 2 can be converted into a proper response.

Third-party Application
This application provides some further data or code, but the details of
this interaction are outside of the scope of this pattern.

Solution: Dynamics

Certain steps of the work-flow require that the primary server contacts the
third-party server directly and/or indirectly (by redirecting the user to the
third-party server). The third-party server in turn provides service directly
and/or indirectly to the primary server and thereby to the user. Here, as
in the figure below, we do not assume that the user has to interact with
the secondary server, but that a redirection is used. This redirection step is
normally not noticed by the user, but by the browser. For the response of
the third party, we assume here a direct server-to-server communication.
An overview of the user interaction flow can be seen in Figure 17.

Consequences / Trade-Offs / Alternatives

There are several well-established standards for distributed work-flows in the
context of Web Services, like BPEL, WSFL, BPSS, XLANG, BPMN, etc.
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Figure 17: Basic Distributed Work-Flow

see [14, 52, 53, 77, 86, 43, 11, 29] for a couple of examples and entry points
to the literature.
And, indeed, (compare the trade-offs and alternatives for pattern P03 Client-
Side Third Party Code Integration), the solutions provided by those specifi-
cations are alternatives also to this pattern, with many advantages, including
the support for service level agreements (SLAs), and in particular because of
the possible integration of existing security solutions, based on WS-Security,
SAML, XACML, etc. As in the case of P03, the advantages of this pattern
are that mashups can be created by end-users without programming skills,
see [12, 37, 50, 26], they require less resources for they development and
deployment and they provide a robust flexibility.

Instantiations / Implementations

1. OpenID (Identity Management): OpenID provides a identity validation
service to other parties on behalf of the user. It provides the mechanism
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to authenticate users in a decentralized manner[4]. In brief, the user
needs to validate its identity to the primary server to perform a certain
action such as posting a comment on the blog successfully. In order to
do so, a third-party server that is implementing the OpenID protocol
and serves as the OpenID Server authenticates and validates the iden-
tity of the user to the primary web server, without revealing any sen-
sitive data about the user to the primary web server. The user shares
a distinct relationship with both of the service providers,therefore it
becomes mandatory to keep the information shared with each of them
within its trust boundaries.

2. PayPal (Payment Management): PayPal is an example of a CaaS
(Cashier-as-a-Service) where the merchant implementing the online
shopping work-flow is responsible of providing the shopping service to
the user. This work flow includes a payment step which is performed
externally by consuming payment services from the third-party, in this
case PayPal. For further description refer to Work Package 2 Deliver-
able D2.1 Section 2.4 Online Shopping Work-Flows over Two Domains.

3. Extended work-flow - Doctor acting on behalf: In this scenario, the
doctor acts on behalf of the patient to perform activities such as modi-
fying/creating/updating the patient’s medical records, managing med-
ical bills in co-ordination with the patient’s health insurance provider.
The acting parties involved in this scenario are the patient and the
doctor at the client side, the primary eHealth system and the third-
party insurance provider. The patient needs to provide the doctor with
the necessary authorization rights to be able to access his/her medical
records and bills. This part of the entire scenario can be seen similar
to the interaction pattern for the capability-based authorization. Next
the doctor interacts with the eHealth system for managing patient pro-
cesses. The billing step however takes place externally in a distributed
manner with the third-party insurance service provider.
This scenario opens many privacy issues that have to be carefully stud-
ied and the corresponding security mechanisms must be implemented:
How to manage access rights to the doctor? What information in
eHealth system is accessible? What information is sent to the third-
party? What information created by insurance provider regarding the
billing is accessible by the doctor?
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3.14 P14 Two factor, two channel authentication
Name

Two factor, two channel authentication

Related patterns

Extends Pattern: –
This pattern is the only one that does not extend P01, Basic Inter-
action in a Web Mashup, but it is used sometimes to complement it,
by providing increased security guarantees. Although this pattern
describes an interaction between three parties, and an integration of
content (authentication data), we prefer not to count this pattern as
a mashup pattern. One could try to argue that the second Client
device acts like a third party provider, but this analogy is not too
helpful. The reason why we consider this pattern here is that it rep-
resents a very important interaction between three parties that plays
(or should play) an important role in mashups and in particular in
our case studies.

Similar to:
P12: Capability-based Authorization Delegation

P14is similar to 12, since both support AAA services (authorization,
authorization, accounting) in roughly similar ways (using credentials
distributed online). Despite the names, the main difference is not
that Capability-based Authorization Delegation provides authoriza-
tion, and the current one authentication (in reality both could be
used for both purposes), but that the purpose of 12 is to authen-
ticate/authorize the third server to the main one, while this one
authenticates/authorizes the user to the main server. P14is not sim-
ilar to P13 (Basic Distributed Work-Flow), but they are often used
in combination; often a work-flow requires a stronger authentication
guarantee.

Summary

Using a second device and a second channel, the main server authenti-
cates/authorizes the user. This provides a second factor authentication and
enhances greatly the security.
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Problem

Passwords are a major source of insecurity in web applications, as they are
usually very weak (in order to be remembered), see [91], or they are easy to
steal. But security based alone on a mobile device is also not strong enough,
as the device may be stolen or misused. The idea is to combine those (almost)
independent authentication means to guarantee a strong confidence in the
authentication.

Context

This pattern is used not only within mashups, but also in other web appli-
cations and web services.

Solution: Structure

This pattern is also a three party interaction, but only one of them is a server.
The other two are clients:

Client
The user’s web browser that loads the primary web page. During the
rendering process, it loads the third party library and integrates it in the
primary page’s scripting code.

Primary web page
The web page is served by the primary web server and rendered by the
user’s browser. It includes a reference to the library, which is loaded once
the browser processes this reference.

Primary web server
The content provider that delivers the primary web page.

Third party web server
The web server providing the third party library that is used by the
primary web page.

Third party library
A set of functions (often in JavaScript) and data which is dynamically
loaded once the browser processes the primary web page.

Solution: Dynamics

For increased Security, certain sensitive actions require explicit validation of
the user. This is provided using a separate communication interface, e.g.
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a separate desktop application or an app on a mobile phone. The separate
application queries for acknowledgement of the sensitive operation displaying
the requesting-entity, the request in form of a text message and gives the
possibility to authenticate and acknowledge or deny the request.

14 Poobs

 

Out-of-band distributed service

WS: Primary Web ServerWS: Primary Web Server 3P: 3rd Party Web Server3P: 3rd Party Web ServerC1: Client 1C1: Client 1

1. Request(URL)

2. Request Authentication

4. Verify Credential 1

5. Request secondary AuthN

6.  (Authentication Credential 2)

C2: Client 2C2: Client 2

8. Verify Credential 2

6a. Display
Credential 2

3. Logon (Authentication
Credential 1)

(Visual Channel)
7. Provide Authentication

Credential 2

9. Grant access

Figure 18: Two factor, two channel authentication

The validation requests that are performed in this way may also be used
to implement four-eye principle, working together, instead of having two
authentication / authorization credentials from the same user using different
communication channels.

Figure 18 depicts the steps of the user interaction flow. It can be described
as follows:

1.-3. These are the basic usual steps for a user to access a service that
requires authentication: the user sends a request to the primary web
server to access some sensitive information. Then the server requests
the user for his primary credential to authenticate himself and the user
supplies his credentials (e.g. login/password combination).

4 The primary credentials are now authenticated/verified by the server.

5 On successful authentication, the server sends a request to provide a
second authentication credential, and simultaneously.
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6 The server sends a second-factor authentication credential to the second
client of the user via and out-of-band mechanism (such as sending a PIN
to user’s mobile device). For this, the address of the second client must
be registered with the server.

6a The client 2 processes the credential and display it (or a function of
it).

7 The user now sends this second-factor credential value to the primary
server.

8 The server verifies the second-factor credential value and ...

9 ... grants (or denies) user’s access request.

Consequences / Trade-Offs / Alternatives

There are many different protocols for authentication, with many advan-
tages and disadvantages. Some require some type of hardware token (a so
called security token, a smart-card, a USB-token, or the like) or a hand-held.
Comparatively, this is a simple solution that can be used in many situations
without a large effort and without too many assumptions.

Instantiations / Implementations

1. Multi-factor Authentication: The Google Authenticator project in-
cludes implementations of one-time passcode generators for several mo-
bile platforms, as well as a pluggable authentication module (PAM).
One-time passcodes are generated using open standards developed by
the Initiative for Open Authentication (OATH) (which is unrelated to
OAuth). These implementations support the HMAC-Based One-time
Password (HOTP) algorithm specified in RFC 4226 and the Time-
based One-time Password (TOTP) algorithm currently in draft[8]. 2-
step verification adds an extra layer of security for your Google Apps
account by requiring you to enter a verification code in addition to your
username and password, when signing in to your account. Google Au-
thenticator is a mobile application that allows you to generate 2-step
verification codes on your smartphone without a network connection.
We recommend users with smartphones to use Google Authenticator
to generate verification codes instantly to sign in to their Google Apps
accounts.

2. Mobile OTP
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3. Mobile Transaction Numbers such as mTAN and smsTAN. The TAN
number is sent to the user’s mobile and used as a 2nd step of authen-
tication/authorization verification
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4 Usage Scenarios
To better understand the broad landscape of mashups and corresponding se-
curity problems, a sample set of 19 small, relevant scenarios to be analysed in
WebSand has been selected. The scenarios are taken from real-world mashup
systems found on the internet today and involve multiple stakeholders. The
small composition scenarios vary in size and complexity, and are only briefly
introduced in this section. They are studied in more detail in WP2 (Se-
cure Web Interactions), WP3 (Information-Flow Control) and WP4 (Secure
Composition). They also provide an early set of representative scenarios to
support the research discussion and to drive the policy requirement studies,
as well as enabling early validation (in anticipation of the use case scenarios
that are currently being developed in the course of WP1 and WP5). The
following table lists the scenarios, related interaction patterns and references
to other deliverables.
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ID Scenario Name Related Interac-
tion Pattern

Related Deliver-
ables

S01 Google Maps P01 P02 P03 P04
P05 P08

D3.1 Section 1, 2.1;
D4.1 Section 3.1

S02 Dangerous Goods P01 P02 P03 P04
P05 P08 P11

D3.1 Section 2.1

S03 User Tracking P01 P03 P05 P10
S04 Advertisments P01 P02 P03 P04

P05 P10
D3.1 Section 4.1;
D4.1 Section 3.3

S05 Tax/Loan Calculator P01 P02 P04 Section 4.1
S06 Third Party Libraries P01 P03 P05 D3.1 Section 1.4,

2.1, 4.5
S07 Interactive Avatar P01 P02 P03 P04

P05
D4.1 Section 3.4

S08 Third-party authenti-
cation

P01 P03 P05 P13 D4.1 Section 3.6

S09 Facebook Login P01 P02 P03 P04
P05 P13

S10 Third-Party Payment P01 P03 P05 P13 D2.1 Section 2.4;
D4.1 Section 3.5

S11 Facebook Application P01 P02 P03 P04
P05 P12

D4.1 Section 3.2

S12 Google Widget P01 P02 P03 P04
P05 P06 P07

S13 Social E-commerce P01 P02 P03 P04
P05 P13

D3.1 Section 2.4

S14 Contact Swap P01 P03 P05 D3.1 Section 2.4
S15 Holiday Pictures P01 P02 P03 P04

P05 P08 P11
D4.1 Section 3.7

S16 Mobile Apps for En-
hanced Security

P14 D2.1 Section 2.1

S17 Delegation of Privi-
lege

P12 P13 D2.1 Section 2.2

S18 Cross-domain Interac-
tion

— D2.1 Section 2.3

S19 SMS Portal — D2.1 Section 2.5

Table 2: Scenarios and their relation to the use cases and the other deliver-
ables.
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4.1 S01 Google Maps
Google Maps (GMaps) is the most commonly
used API in mashups[64]. In this scenario, the
map functionality offered by Google is combined
with application-specific data, such as geomet-
ric coordinates, points-of-interest, moving GPS
coordinates, or custom overlays. This data is
either directly available for the integrator, or
is in its turn received for a third-party service
provider. One particular instantiation of this
scenario could be a client-side application that uses Google Geocoding API
to translate a textual description of a location into GPS coordinates, and
then uses these coordinates to place a marker on a map. Multiple queries
can be performed in sequence and the previous markers are not erased.

The Google Geocoding API and the GMaps API are commonly used as
follows. First, the javascript API for the particular service is fetched via
a script tag from the google domain. Next, the integrator code performs
several queries via this service API to achieve the intended application logic.
The combination of service API and client-side code can either run directly
in the (outermost) document (i.e. mashup integrator document), or can be
combined in a separate iframe.

In this scenario, multiple stakeholders are involved: the map service
provider (Google), the integrator, and possibly also the data service provider
and end-user. In case both the GMaps API and Geocoding API are included
into the integrating page, giving them access to all contained functionality
and datastructures. This implicitely places an enormous amount of trust
in the providers of both APIs. Sensible security requirements would be to
limit exposed functionality and datastructures between the gluecode and the
different components.

4.2 S02 Dangerous Goods      

Position:  W53.4535
N15.3433

   
 

ETA: 2h45m  
   

   
 
     
     

   
 

This scenario considers a web application of a
company that transports dangerous goods with
trucks. A software system keeps track of where
each truck is and what it transports.

Using a mapping service like Google Maps,
the locations of these trucks can be drawn on
a map. But because the nature of the trans-
ported goods is dangerous, the mapping soft-
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ware should not be able to find out specific in-
formation about what each truck transports.

This scenario is also discussed in the context of WP 3 as part of deliver-
able D3.1.

4.3 S03 User Tracking  
   

 
   

     
   

         
     
 

     

       
         

Some website traffic analysis applications (like
Google Analytics or ClickDensity) collect web-
site usage patterns by tracking the interaction
between a user and a webpage.

Some metrics that can be used by this soft-
ware including referer information, entry and
exit point on a website, and various heat maps
(hovering, dragging and clicking of the mouse,
selecting, copying and pasting of text). In this
scenario, the website developer wants to have
some control over what the user tracking software is allowed to do and what
it can monitor.

4.4 S04 Advertisements

                   
           

  Figure 19: *
Ad samples taken from

AdJail [76]

Advertisements (ads) are commonly used by
major corporations to convince potential cus-
tomers to use their products or services. Ads
are part of the business model of the early in-
ternet and are still widely used today. In con-
trast with the real world where advertisements
are only displayed, ads on the internet are in-
teractive. For instance, users can click on them
and be taken away to a website with more in-
formation, an ad can expand itself and hide or
cover the original website untill it is clicked, or an ad can dynamically adapt
to the hosting page (based on keywords, surrounding text fragments or even
mouse movements or key strokes).

A commonly used pattern in advertising is to include a piece of third-
party JavaScript code into a hosting webpage. When this JavaScript is exe-
cuted, the hosting webpage in analyzed to determine what type of informa-
tion is being displayed to the user. Using this information, an ad is selected
that appropriately fits the context and is likely to attract the interest of the
user. The ad is then displayed to the user in a format selected by the hosting

FP7-ICT-2009-5
Project No. 256964



D1.2: Interaction Patterns and Security Properties 89/123

webpage. Typically, this has the form of a rectangular banner rendered at
e.g. the top or the right side of the hosting webpage. Clicking the banner
will lead the user to a webpage with more information about the product
shown in the ad.

Displaying an ad involves several security stakeholders: the provider of
the hosting page, the ad provider and the end-user. By serving an ad on a
page through inclusion of JavaScript code, the provider of the hosting page
places implicit trust in the ad provider. Sensible security requirements are
then e.g. to only allow access to specific parts of the DOM of the hosting
page, (See ADJail[76]) and only allow interaction with a small set of third-
party hosts.

4.5 S05 Tax/Loan Calculator
 

A client-side calculator that calculates a due tax
or a loan based on the user’s financial data (bank
savings, salary, real estate, ...). The salary or
bank account information is considered sensitive
data and should under no circumstances and in
no form be leaked to the outside world, and even
not to the calculator service provider.

4.6 S06 Third Party Libraries     

   

A good practice on any software platform is to
make use of reusable code. This is no differ-
ent in web application programming. Several
JavaScript libraries (e.g. jQuery, Dojo, . . . etc)
exist that contain premade software constructs
and functionality. These libraries form a unique
challenge because their functionality can not be
easily isolated from the rest of a webpage; i.e.
the potentially malicious or infected library code shares the same set of per-
missions as integrator code.
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4.7 S07 Interactive Avatar
       

Most blogs and forums allow users to register
an account in order to post comments. The ac-
count typically has the option to share infor-
mation about oneself, like e.g. location, age,
interests, ... in a user profile. This user pro-
file usually also includes an avatar image that is
displayed next to the user’s posts. The interac-
tive blog scenario considers a user profile that
allows users to create a more interactive avatar using JavaScript or a subset
of JavaScript. Such an interactive avatar could for example be composed of
embedded video/audio elements, or interactive canvas graphics.

The user could enter the code for this interactive avatar directly into a
textbox, or more realistically, make a selection from a library of community-
provided pre-made interactive avatars. Either way, a community user is
allowed to input “avatar” code directly. When displayed, the JavaScript code
is executed and can interact with both the hosting page and the visiting user.

The main security stakeholders in this scenario are the webpage provider
rendering the avatars, and the end-user. Optionally, the avatars could be
hosted on a third-party site. In that case, the provider rendering the avatars
places implicit trust in the avatar hosting provider. Care must be taken
to limit the functionality available to the avatar code. However, enough
functionality must still remain so that avatars remain usable and their usage
is attractive to end-users.

4.8 S08 Third-party authentication 
Using a third-party authentication provider is
an easy way to integrate an authentication
mechanism, and greatly increases the usability
of the application (e.g. no new username/pass-
word combination for users to remember). A
concrete example of third-party authentication
providers are OpenID implementers.

A common way to use a third-party authen-
tication provider is by delegating control of the
browsing session to the provider. The provider
will allow the user to authenticate in any of the
supported ways (e.g. username/password, token, electronic ID, etc.). After
having authenticated the user, the authentication provider will transfer the
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control back to the originating site. The site can now continue loading the
user profile, either with local data or data obtained from the authentication
provider. In a mashup scenario, the third-party authentication provider is
integrated as a component of the originating site. Instead of transferring
control of the entire session, the control of only one part of the mashup will
be delegated to the authentication provider. This ensures the continuous
operation of the remainder of the mashup application.

4.9 S09 Facebook Login
In this scenario, Facebook APIs are used to fa-
cilitate authentication and authorization. By
using the Login Button or Registration Plugin,
Facebook helps website developers to simplify
and enhance user registration and sign-in. In-
stead of maintaining a separate user database,
website users no longer need to fill in yet an-
other registration form or remember another
username and password, but can sign in with their Facebook credentials.
Facebook Platform uses OAuth 2.0 for authentication and authorization. As
a website developer, you can add OAuth 2.0 support directly to the website,
but more convenient, you can enable the authentication via a JavaScript
API [9].

4.10 S10 Third-Party Payment    
The services offered by third-party payment
providers allow the easy integration of differ-
ent payment systems in a web site, such as a
web shop or ticket ordering service. By using a
third-party payment provider, such sites avoid
the complexity of dealing with sensitive data
and operations, which is subject to strict reg-
ulations.

Third-party payment providers offer the
complete interface for users to complete the
payment. This includes account management,
maintaining several accounts or credit cards and
actually executing payment transactions. A site
can integrate such a third-party payment service as an external component
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in the page (e.g. using an embedded frame) or redirect the user to the pay-
ment provider’s domain. When the purchase process reaches the payment
phase, the site provides the payment service with the necessary details and
delegates control to the payment service. After having completed the trans-
action, the payment service reports on the result and returns control to the
originating site, which can further handle the transaction and continue the
purchase process.

In this scenario, there are three security stakeholders: the original site
integrating third-party payment services, the third-party payment service
and the end-user. The integration of the payment service relies on the least-
privilege principle. Delegating control back and forth results in legitimate
cross-origin communication. Care should be taken that both the payment
provider and the originating site are protected against non-legitimate cross-
origin communication. Moreover, both have to secure their domains’ redi-
rection and (re-)entry points respectively in terms of control-flow integrity.

4.11 S11 Facebook Application   

     
       
       

       
         
     
       
       

     
       

 

Facebook applications are applications that
make use of the Facebook API to retrieve infor-
mation about Facebook users. This information
(personal information, friend list, photos, mes-
sages, . . . ) is mashed with other data to provide
added value to the user. In the past, Facebook
applications could be created by third party
developers in two ways: the application could
be included on Facebook through an iframe, or
it could be written in Facebook Markup Lan-
guage (FBML). Since Facebook has deprecated
FBML, we particulary concentrate on the for-
mer integration technique.

In the first case, the “iframe scenario”, the application is hosted on a
third-party website and rendered in the browser in an iframe. Developers
have full control over the application as if it were a separate web application.
Because the web-application is in a separate iframe, it lives in its own realm
and can not contact Facebook servers freely: it must obtain and use special
user credentials to contact the Facebook API.

In the latter case, the “FBML scenario”, the application is written in
FBML, stored on a third-party server and proxied through the Facebook
servers themselves. FBML contains FBJS, a safe subset of JavaScript that
does not allow the developer to perform insecure operations. For the Face-
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book application in this scenario, it would have been interesting to see if,
instead of writing the application code in FBJS and running it in an uncon-
trolled environment (the browser), the application could be written in plain
JavaScript, and run in a controlled environment. The usage of such a con-
trolled environment would allow more freedom to the Facebook application
developer.

In the iframe scenario, there are three security stakeholders: Facebook,
the third-party application provider and the end-user. In the FBML sce-
nario, there are two real security stakeholders: Facebook and the end-user.
Facebook ensures that it offers secure code to the end-user by using FBJS.

4.12 S12 Google Widget
    

   

iGoogle allows users to integrate widgets or gad-
gets on their iGoogle page and other websites.
These widgets are rendered in an iframe and
typically contain small pieces of information a
user is interested in (like local weather, recent
Twitter posts, . . . etc.)

iGoogle gadgets are XML files which can
contain JavaScript code, HTML content and
other meta-data. When registered as an iGoogle
gadget, the XML file is retrieved and processed
by Google. This processing step extracts the code and HTML content from
the gadget and, if the gadget developer chooses to, rewrites the JavaScript
code with Caja. After processing, the gadget is hosted on its own subdo-
main of gmodules.com4 and will then appear in the iGoogle gadget directory
for anyone to use. When integrated into an iGoogle webpage, the gadget is
rendered in an iframe.

For a third-party iGoogle gadget scenario, there are 3 security stakehold-
ers: iGoogle, gmodules.com and the end-user. Since the gadget is hosted in
its own subdomain of gmodules.com and rendered in an iframe, several secu-
rity problems are averted because of the same-origin policy. In its iframe, the
gadget can still use all functionality at its disposal. If the gadget developer
opted-in to Caja rewriting, the functionality of the gadget inside the iframe
can be further limited.

4This domain is owned by Google and serves no other purpose but to host third-party
iGoogle gadgets and prevent XSS against Google services. Google’s own gadgets are hosted
on their own servers.
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4.13 S13 Social E-commerce
    

   

In this scenario, a e-commerce website and a so-
cial networking site cooperate together to grant
a discount to shop users that recommend the
store to their friends. The size of the discount
depends on the price and a privacy-friendly ap-
proximation of the number of recommendations
(i.e. friends that received the recommendation).

For an end-user (as well as the social net-
working site), it is important that information about friends is shared with
the shop gradually and in a privacy-friendly way. At the same time, the shop
needs to be sure that valid information is provided to grant the discount.

This scenario is discussed in more detail in the context of WP 3 as part
of deliverable D3.1.

4.14 S14 Contact Swap
 

26Fair exchange!

In this scenario, a user can let two web applica-
tions (e.g. Facebook and GMail) collaborate to
synchronize profile contacts between each other.
An important characteristic of this contact swap
is that the import of contacts from profile A to
profile B only proceeds if and only if at the same
time the reverse flow of information is allowed
as well. In other words, Facebook can import
GMail contacts only if the Facebook contacts are offered to GMail for im-
port as well To achieve this, an environment should be created in which a
fair exchange can take place, without cheating (e.g. the scenario where one
of the applications is importing data, but not sharing anything in return,
should be avoided).

This scenario is discussed in more detail in the context of WP 3 as part
of deliverable D3.1.

4.15 S15 Holiday Pictures
The holiday pictures mashup consists of three
third-party components integrated with some
glue code: a gallery component that stores the
pictures, a photo editor component that can be
used to edit the pictures and a map component
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used to draw geotagging information on a world
map.

The components in this scenario combine a couple of previous smaller
scenarios. The map component is essentially the Google Maps scenario.
Both the gallery component and the photo editor component can be seen as
third-party gadgets.

In this scenario, there are several stakeholders. These are the end-user
and four providers: the provider of the glue code, and the three providers
hosting their own component. Interaction between the different components
should be limited to a minimum. It makes no sense for e.g. the photo
editor component to contact the map component directly. In addition, not
all browser functionality should be available to all components: e.g. the map
component should not have access to client-side storage functionality.

4.16 S16 Mobile Apps for Enhanced Security
In different scenarios, mobile phones are used
as a trusted, secondary communication channel
and as a second factor for authentication and
authorization. The Google Authenticator[39]
provides 2-step authentication using mobile de-
vices and one-time passcodes. The passcodes
are generated based on the HMAC-Based One-
time Password (HOTP) algorithm[57] and the Time-based One-time Pass-
word (TOTP) algorithm[58]. Implementations are available as apps for An-
droid and Blackberry phones and as a PAM-module (Pluggable Authentica-
tion Modules).

The two-phase process provides stronger authentication than the default
password-based login for access to a Google account, all the more if performed
on an untrusted device like a public PC, e.g. in hotels and Internet cafes.

4.17 S17 Delegation of Privilege
Mashups that involve back-end communication
of mashup components must provide a mech-
anism for delegation of a set of access control
privileges. An example of this delegation of user
privilege is used by Facebook and Twitter and makes use of the OAuth
protocol[20]. The OAuth protocol is designed to provide a simple and se-
cure way for users of a web application, in our case Twitter, to grant access
privilege to a third party, in our case Facebook, to their data and resources
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without forwarding their authentication credentials. In our example, the
user wants that the posts he creates on Facebook should automatically also
update his status on Twitter.

4.18 S18 Cross-domain Interaction
In the recent years on-demand solutions such as SAP’s Business By Design
are becoming more and more important. By being provided over the internet
these solutions offer companies more flexibility when designing their internal
IT systems. Instead of buying and installing software on-premise, the on-
demand solution can be rented for a certain amount of time and be accessed
through a web browser. As information systems often need to communicate
with each other, a communication channel is needed between on-demand
and on-premise systems. Often, however, there are multiple network barriers
such as firewalls between those systems. Hence, alternative communication
channels such as cross-domain requests are used in order to connect remote
systems.

In the following, we consider an on-demand application that provides a
feature to display a personalized catalogue, in which the customer can view
items that are currently running low or are out of stocks in his warehouse.
Furthermore, the customer is able to receive recommendations for items that
might be of interest to him. In order to gain the necessary warehouse data
the on-demand system queries the customer’s on-premise warehouse system
via client-side cross-domain requests through the user’s web browser. In
order to enable this indirect communication channel the on-premise system
has to open up parts of its API to client-side cross-domain requests. This
can be accomplished by several technologies such as Adobe Flash, Silverlight
or Cross-Origin Resource Sharing.

In order to support old legacy browsers as well as modern mobile browsers,
the several different approaches have to be combined. So the server (here the
on-premise system) has to setup multiple different policies for different envi-
ronments. As each policy format is very different and as there are multiple
security pitfalls in each technology, it is tedious to manually maintain these
policies in a secure fashion. Websand will address this issue by offering an
automatic way to maintain the different policies while avoiding the security
pitfalls.

4.19 S19 SMS Portal
After providing the recipients’ phone numbers and the respective text, an
HTML form is sent to the provider’s gateway in order to cause SMS sending.
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However, sending of more messages is denied when the maximum number
of messages is consumed. The provider stores the respective amount of sent
messages in a database.

Malicious customers could try to send a large number of requests at the
same time to exploit a race condition, and, thus, send more messages than
actually allowed.

There are numerous providers for sending free SMS. In fact, they are
mostly localized. Some of these providers require an account, while others
allow sending messages after consumption of ads.

FP7-ICT-2009-5
Project No. 256964



D1.2: Interaction Patterns and Security Properties 98/123

5 Use Case: e-Health
The WebHealth application represents the e-Health use case of WebSand
and incorporates a set of challenging work flows and usage scenarios in the
domain of electronic health. The central object of WebHealth is a man-
agement system for electronic health records described from the perspective
of patients and general practioners, which includes computer-aided medical
decision support, patient monitoring using portable monitoring devices and
patient consent. Because of the complexity of real electronic health systems,
a subset of system aspects has been selected that is still manageable in the
scope of WebSand but nevertheless includes challenging usage scenarios and
interaction patterns. In the following sections, the application domain elec-
tronic health is introduced, the system architecture of the WebHealth system
is described and the mashup relevant workflows are described. For a prelim-
inary discussion on security requirements, policies, technical shortcomings
and legal consequences associated to this use case see Deliverable D1.3, [85].

5.1 e-Health Application Domain
In the following, an overview of the e-Health application domain is given, in
which the e-Health use case is located.

eHealth (or electronic health) is broadly defined by the World Heath
Organization as the ’use of information and communication technology for
health’ [87]. The objective is to use Information and Communication Tech-
nology to improve health care service delivery through the strategic use of
technologies such as computers, Internet, satellite receivers, and personal
mobile devices.

As the Unit H1 of the European Commission (ICT for Health Unit)
describes in the Portal ’What is eHealth?’ [33] ’eHealth covers the interac-
tion between patients and health-service providers, institution-to-institution
transmission of data, or peer-to-peer communication between patients and/or
health professionals. Examples include health information networks, elec-
tronic health records, telemedicine services, wearable and portable systems
which communicate, health portals, and many other ICT-based tools assist-
ing disease prevention, diagnosis, treatment, health monitoring and lifestyle
management.’

The two main technological innovation areas regarding eHealth are (see
for instance the scope of the journal I. J. Medical Informatics, from the
European Federation for Medical Informatics (EFMI), European Regional
Council of the International Medical Informatics Association (IMIA)):
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• Computer-aided medical decision support systems based on heuristics,
algorithmic and/or statistical methods (decision theory, artificial intel-
ligence, data mining, analysis of images, etc), and

• Information systems, including national or international registration
systems, hospital information systems, departmental and/or physician’s
office systems, document handling systems, electronic medical record
systems.

Most security problems arise in information systems that collect, manage,
handle or store personally identifiable information (PII) patient data. We call
any such record an electronic Health Record.

Manufacturers and care providers experience strong pressure to create
a flexible information infrastructure that helps in providing more efficient
methods in health care, public health, and related areas. Health ICT should

• make available to care personnel the patients health records (test ex-
ams, current diagnoses, allergy information, medical history, etc) in the
moment they need it,

• support clinical decision making for the prevention and treatment of
illnesses,

• be used to acquire population data for public health purposes like epi-
demics and distribute the results,

• support the communication between the health care providers, third
parties, and patients, and

• help improve the data quality for research purposes.

Both the lack of information about the medical history of a patient and
the unavailability of medical guidelines or decision support has been the cause
of improper diagnosis or treatment.

It is therefore not surprising that eHealth is an area of rapid innovation.
Many different solutions have been advanced and will continue to emerge,
both for information systems, which manage patient data or other medical
information, and for computer-aided medical decision support systems. And
although the proposals have different (and often propietary) formats, mod-
els, systems, with the resulting interoperability problems, several of them will
co-exist for at least the next couple of decades. There exist several propos-
als for standard formats, exchange protocols, and access control models for
electronic personal health information, but there is still no global consensus.
There is a strong need to integrate them in a coherent way.
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5.2 System Architecture

Figure 20: Overview diagram of the main communication partners in the
e-Health use case.

The WebHealth system represents a set of challenging work flows and
usage scenarios in the domain of electronic health. The central object is
a management system for electronic health records from the perspective of
patients and individual healthcare providers (doctors). A third-party that is
also involved in the workflows is a medical database, which gathers statistical
data and provides this data as a reference to support medical decisions. The
WebHealth system provides two mash-up user interfaces, one for the patient
and one for the doctor, for access of two back-end systems for management of
electronic health records and a public database with medical reference data.

The following list of key aspects of the system are subsequently described
in detail:

• Management of the patient-doctor-relationship and patient consent.

• Gathering of long-term measurements and patient monitoring using
portable monitoring devices.

• Support of medical decisions using medical reference data from a public
database.

Users

Patient The patient represents the medical subject who’s medical condi-
tion is the main concern of the health system. Associated to the patient is
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Figure 21: Main human actors in the e-Health use case

his medical history containing individual health records. The patient receives
health services from health care providers, e.g. a doctor.

In general, the patient controls the data concerning his medical status and
makes independent decisions concerning medical treatment. For example, he
chooses his doctor, or he may refuse a treatment. In some cases, the patients
privileges are delegated to a third-party, for example to a child’s parents.

Doctor The doctor is an individual health care provider that, among other
services, offers consultation, conducts examinations, diagnoses diseases, and
prescribes medical treatments. He may access public databases with medical
reference data to support his medical decisions.

Additional medical staff members, for example nurses, and administra-
tion staff members, for example receptionists, may be employed by the doc-
tor, which also interact with the WebHealth system.

Systems

Patient Frontend Mashup The patient frontend mashup is the primary,
web-based user interface for the patient, which allows management of patient-
doctor-relationship, access to the patient’s medical history of electronic health
records and management of the patient’s master data, e.g. his living address.

The patient frontend mashup dispays the combination of mashup com-
ponents, which originate from different server systems, running in the web
browser environment. So abstractly the patient mash-up will be integrating
content and code from third parties (P02 and P03).

Doctor Frontend Mashup The doctor frontend mashup is the primary,
web-based user interface for the doctor, which allows management of patient-
doctor-relationship, management of the medical history the doctor’s associ-
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ated patients and management of the doctor’s master data, e.g. contact
information. So abstractly the doctor mash-up will be integrating content
and code from third parties (P02 and P03), in particular also geolocation
(P11).

The doctor frontend mashup dispays the combination of mashup com-
ponents, which originate from different server systems, running in the web
browser environment.

Web Mashup Server The web mashup server is the server system that
hosts the doctor frontend mashup and the patient frontend mashup web
applications.The mashup server integrates data from the EHR and Master
Data Servers: this interaction corresponds to server-side content integration
(P04). The mashup server will be also responsible for handling two-factor
authentication for certain critical actions (P14) and distributed workflows
(P13).

EHR Server The EHR server manages the electronic health records (EHR)
that comprise the patient’s medical history. It stores data related to examina-
tions, imaging, diagnosis and prescriptions along with associated meta-data,
e.g. regarding ownership and access control privileges.

Master Data Server The master data server is responsible for manage-
ment of user accounts for patients and doctors as well as management of the
portable monitoring devices and the patient-doctor-relationship.

Reference Data Server The reference data server represents an organi-
sation that provides medical reference data to health care providers to aid
in medical decision processes. In our workflows, a service offers reference
data for electrocardiograms of healthy subjects and of subjects with a heart
disease.

Data Objects

Electronic Health Records The primary electronic health records that
are managed by our system is information that identifies individuals and
elements of their medical records, for example:

1. given name and surname

2. gender, blood type

3. date of birth, date of death
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4. blood pressure, heart beat frequency

5. body weight, height

Some data elements, like the blood type, do not change for one medical
subject and are managed as attributes. Others, like the blood pressure, are
the result of a medical examination at a specific point in time, and these are
managed as part of the medical history.

Medical Reference Data In the WebHealth system, the doctor is able
to access medical reference data from a pulic database to aid in his medical
decisions. Measurement data obtained in examinations can be compared
to reference data of healthy subjects and subjects with specific pathological
conditions.

Patient’s Geo Location In the monitoring workflow, the patient’s vitals
are monitored using a portable device. The examination data is transmitted
in realtime together with the patient’s current location for emergency cases.

5.3 Workflows

Figure 22: The consultation process and the

The general consultation process that is modeled in the WebHealth sys-
tem is divided into three workflows that incorporate different mashup charac-
teristics and interaction patterns, which are subsequently described. Figure
22 shows the overall process and the workflows in the consultation process.

• The patient requests medical advice and authorizes the doctor to access
his electronic health records.

• The doctor accepts patient and schedules an appointment for the con-
sultation and possible medical examination.

• An examination is performed and the examination data is stored as an
electronic health record in the medical history of the subject.
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• The doctor evaluates the examination results and stores his diagnosis
in the medical history of the patient.

• After discussion with the patient a treatment plan may be stored in
the patient’s medical history.

Patient-Doctor-Relationship

Figure 23: Dynamic view of the consultation workflow.

The patient-doctor-relationship workflow is about establishing the patient-
doctor-relationship.

Actors The actors of this workflow are the patient and the doctor.

Description

• The patient initiates a consultation request and asks to be accepted by
the doctor.

• The doctor reviews the patient’s information, accepts the patient and
schedules an appointment for the consultation and possible medical
examination.
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Figure 24: Mashup components and interactions in the decision support
workflow.

Patient Monitoring

The patient monitoring workflow represents a situation where the doctor
collects the patient’s vitals over a period of days using a portable monitoring
device, for example an ambulatory electrocardiography device. During that
time, the patient’s geographic location is tracked to allow for medical support
in case of emergencies. Figure 24 illustrates the patient monitoring workflow.

Actors The primary user or the actor in this workflow is the doctor. The
goal of the doctor is to monitor the patient’s medical condition.

Preconditions The doctor and the patient have an established patient-
doctor-relationship.

Description

1. The doctor sets up the device and associates it with the patient.

2. While the patient wears the portable monitoring device, the device is
measuring the patient’s vitals and continually transmits the data to the
EHR server together with the patient’s current geographic location.

3. During the long-term measurement period, the doctor periodically checks
the transmitted data.
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Medical Decision Support

Figure 25: Mashup components and interactions in the decision support
workflow.

To come to a diagnosis and to decide on a treatment plan, the doctor ex-
amines the collected measurement data in the medical history of his patient
and compares it with reference data from a public medical database. Sup-
ported by the reference data from the database, the doctor stores a diagnosis
and proposes a treatment plan to the patient.

Actors The primary user or the actor in this workflow is the doctor.

Preconditions The doctor and the patient must have a patient-doctor
relationship, and measurement data for diagnosis must be available in the
medical history of the patient.

Description

1. The doctor accesses the patient data using the diagnosis page.

2. The doctor enables the diagnosis decision support feature and selects
the desired data source.

3. The reference data is retrieved from the reference data server and dis-
played in a view in comparison to the patient’s health information.
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4. After reaching a conclusion, the doctor stores a diagnosis and proposes
a treatment plan.
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6 Use Case: Sales Everywhere
The Sales Everywhere solution is a sales software designed for small and
medium companies that want to focus on their primary task: sales. This
is achieved not only by providing the software and the underlying hard-
ware but by hosting the systems too. Therefore, all technical aspects of the
IT-landscape are taken over by the software supplier. The advantages are
numerous: updates or new software versions or additional modules can be
deployed nearly instantly and the system can be easily scaled depending on
the customer’s needs. This architecture consists of different actors with dif-
ferent trust levels and boundaries that will be described in the next section,
making it a good candidate for its security aspect.

6.1 Application Domain
The Sales Everywhere solution provides an efficient and attractive tool that
can be used through the whole sales process, from defining the leads to the
final sales order and delivery to the customer. This product is made for the
sales representatives and the way they work, helping them with their needs
to access various and real-time data and with the collaboration aspect.

Figure 26: Illustration of the Sales Everywhere process.

The main steps of the sales process are illustrated in Figure 26 and can
be described as follow:

• Leads: the process starts with the search for potential customers or
so-called ‘leads’. It can be someone who expressed his interest by regis-
tering to the company website or visiting the company’s stand during
a trade fair.

• Opportunity: once a potential customer expresses a real need, an op-
portunity is then created.

• Quotation: a quotation is a first offer made by the vendor, a base for
discussion between him and the customer.

• Sales Order: after mutual agreement, a sales order is created and the
good is finally delivered to the customer.
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6.2 System Overview
In the following sections, the focus will be on the ‘opportunity’ and ‘quota-
tion’ phases. The different aspects will be detailed in the workflow section 6.4
but the main steps from a sales representative point of view are:

• Getting the customer’s needs

• Presenting the results

• Making a cost estimation

The purpose of this system is to facilitate the daily work of a sales represen-
tative by providing an easy and secure access to the customer’s data (require-
ments, current inventory), its own data (customer’s history) and partner’s
data (product details like availability and localization).

6.3 System Architecture
Fig. 27 gives an overview of all involved parties.

Figure 27: Overview diagram of the main actors in the Sales Everywhere use
case.

Primary Users

Customer The customer is a human agent who wants to buy a product
offered by the vendor. In general, the customer provides a logistic system in
his own network with a list of products he needs and eventually a list of all
the products he currently has with their availability.
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Vendor The vendor offers products (his own or partner’s products) to the
customer. The software and hardware used for the sales process are under
the control of a service provider. In certain cases, the vendor may own an
ERP5 system in his network connected to the service provider’s server. In
this system, the vendor can for example keep the shopping history of his
customers or customize business processes. The sales representative works
for the vendor and is responsible for the sales process at customer’s site.

Third Parties

Service Provider The service provider develops the Sales Everywhere so-
lution and makes it available for the vendor. He also provides the servers
where the software is installed and is in charge of the maintenance tasks.

Partner The partner provides the goods that will be offered by the sales
representatives and/or software add-ons that will be installed on the service
provider’s server. Those add-ons usually offer new or enhanced functionalities
that are not part of the Sales Everywhere solution.

Web-Services Third parties web-services like geolocalisation or social net-
working services may be used. Those services can be integrated in order to
enhance the catalogue by adding the current position of an item or the num-
ber of people who ’like’ an item.

Data Objects

The Sales Everywhere solution manages different objects from various ori-
gins: it can receive a list of goods from the customer’s system, a customer
identification file from the vendor’s system, an item file from the partner or
even executable code from the partner.

Item An item represents a product that is sold by the Sales Representative.
An item is characterized by attributes like description, price, availability...
Items can grouped together to form a wish list (list of items the customer is
interested in), an inventory list from the customer (list of items the customer
already has) or an inventory list from a partner (list of items the partner
offers). In all the above mentioned cases, the list will be sent to the vendor.

5Enterprise Resource Planning
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Customer Details File For each customer, the sales representative keeps
a file containing information like name, billing and shipping addresses... In
addition, the list of all previous transactions is available. With this infor-
mation, the sales representative is able to make a personalized offer to the
customer.

Sales Everywhere Extensions The Sales Everywhere provides extension
points where a partner can insert his own code and develop new functional-
ities. The source code is then part of an add-on that can be bought by the
Sales Representative and the add-on will be installed on the service provider’s
server.

6.4 Workflows
Getting the customer’s needs

The sales representative is now at the customer’s site and wants to know what
the customer needs and eventually propose other items he may be interested
in (Fig. 28).

1. With his own mobile device (laptop, smartphone, etc.), the sales repre-
sentative uses the customer’s network to log in to the service provider’s
server.

2. The sales representative then connects to the customer’s system that
contains the list of items the customer needs. Due to possible network
barrier, the server may not be able to communicate with the customer’s
system, therefore the need for a client-side cross-domain request.

3. The sales representative (and the Sales Everywhere solution) is finally
able to read what the customer needs.

Presenting the results

The Sales Everywhere searches for items that match the customer’s request
and the results are presented as a catalogue with the items that match his
requirement at the top, followed by other items he may be interested in. As
the sales representative has access to the customer’s system, he can check if
the customer already has an item before suggesting it.

The catalogue is not static, it can fetch content from third party services
like the Facebook ’I Like’ button that displays how many Facebook users
like an item or a geolocalisation service like Maps, so the customer can see
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Figure 28: Getting the customer’s needs

where the items are currently located (Fig. 29). This corresponds to patterns
P03 and P11.

1. A list of matching items is generated by the Sales Everywhere solution

2. For each item, availability and price are checked by connecting to the
suppliers’ systems.

3. For each item, additional content can be retrieved using third parties
web-services (client-side mashup)

Figure 29: Presenting the results

FP7-ICT-2009-5
Project No. 256964



D1.2: Interaction Patterns and Security Properties 113/123

First Offer

Once the items have been identified, the sales representative connects to his
own ERP system through the Sales Everywhere server to come up with a
first offer. The price is then calculated depending on the customer’s history
(number of previous orders, total amount spent...). The sales representative
has the possibility to define complex rules to calculate the discount in its
own ERP system (Fig. 30).

1. The vendor logs in to his own ERP system through the service provider’s
server

2. A price is calculated using rules defined by the vendor (shopping his-
tory, amount of items...)

As the vendor’s system and the service provider’s server are located in a
trusted zone, the implementation of this workflow in WP5 will be optional.

Figure 30: First offer

Customization of the Catalogue

If the sales representative is not satisfied with the default design or would like
to have extra features not proposed by the service provider, he can request
the installation of add-ons developed by partners. Those add-ons will run
on the service provider’s server and enhance the default catalogue. This
interaction can be realized by pattern P05 (and if only content is integrated
by P04).
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As the partner may not be familiar with the programming language and
infrastructure used by the service provider, a new easy-to-use scripting lan-
guage has been developed. The partner can develop his add-on on his own
system using an IDE (Integrated development environment) also provided by
the service provider and then send it to the service provider. The code will
then be translated into the service provider’s programming language and the
add-on will be installed on the Sales Everywhere system (Fig. 31).

1. A partner develops an add-on on his system using the new scripting
language

2. The add-on is then translated by the service provider in a compatible
add-on with the actual Sales Everywhere solution

3. The add-on is installed by the service provider on his server.

4. The sales representative can use the new functionalities

Figure 31: Customization of the Catalogue
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7 Conclusions
Interaction Patterns provide a high-level blueprint to understand and study
the interaction flow between multiple parties experienced in today’s emerg-
ing web technologies. In other words, they are short, generic use cases which
represent abstract parts of innovative and challenging usage scenarios in the
scope of the WebSand project. Moreover, interaction patterns illustrate dif-
ferent technical possibilities to obtain similar functionality (i.e. data or code
aggregation). In the spirit of classical software patterns we describe the con-
sequences, trade-offs and alternatives to given architectural choices. Note
that although we discuss here briefly the consequences with respect to com-
mon security requirements, a more detailed discussion (also with respect to
the current European legal framework) can be found in [85].

A pattern catalogue is provided that delineates a handful of important
interaction patterns that have been carefully studied, gathered and selected
to cover the various scenarios and use cases gathered by the industrial part-
ners SAP and Siemens in work packages WP2, WP3, and WP4. The patterns
in this catalogue are strongly connected since many of them inherit charac-
teristics of previously defined patterns. In other words, we consider a basic
interaction pattern (P01) and subsequently we consider refinements based on
different criteria (basically by answering the question “who integrates what”).

To better understand the broad landscape of mashups and corresponding
security requirements, a sample set of 15 small, relevant scenarios to be
analysed in WebSand has been selected. The scenarios are taken from real-
world mashup systems found on the Internet today and involve multiple
stakeholders. They vary in size and complexity and are briefly summarized
in Sect 4. A more detailed study can be found in [82],[83] and [84]. The
scenarios are nevertheless presented as an early set of representative scenarios
to support the research discussion, drive the policy requirement studies and
enable an early validation.

In order to lay the architectural foundations for the prototypes due on
Year 3, we have also provided two use case scenarios: “eHealth” in Section 5
and “Sales Everywhere” in Section 6. There we discuss high-level design
characteristics of those case studies and briefly discuss which interaction
patterns are particularly relevant to them. These considerations, together
with the associated security requirements and shortcomings as discussed in
[85] will allow us to understand which risks are associated to those case
studies and how the technology provided by the project can help towards
securing the prototype implementations. For a preliminary discussion in this
direction that takes into account the legal requirements as well see Section 9
of [85].
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