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Executive Summary
This document is the second version of deliverable D1.3, due in project month
M24, which contains the security requirements of the updated interaction
patterns based on an earlier version (M12). Additionally this deliverable
contains a survey of the legal state of the art on project relevant topics and
its relation with current technological approaches.

This deliverable consists mainly of two parts: Part II contains an im-
proved version of the description of the security requirements and security
properties based on the previous version (M12), including new interaction
patterns introduced in [60]. Part III consists on a review of legal state of
the art in project relevant topics such as European law, privacy, consent and
identity theft. The relation to the technical part of the project is discussed
and examples are given based on the e-Health case study. We conclude by
summarizing the gained insights in the relationship between the current legal
framework and the technological challenges to enforce the regulations.
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Part I

Introduction
In [60] a set of interaction patterns is defined that captures a high-level view
of innovative and challenging usage scenarios in the scope of the WebSand
project. They basically summarize the interaction between actors in typical
mash-ups and illustrate the different possibilities of content aggregation (on
the client side, on the server side, via proxies etc.). In the spirit of classical
software patterns, the consequences, trade-offs and alternatives to given ar-
chitectural choices are described. Although also some security consequences
are mentioned, a thorough discussion of typical security requirements and
security short-comings of the state-of-the-art is missing.

This deliverable consists mainly of two parts: Part II contains an im-
proved version of the description of the security requirements and security
properties based on the previous version (M12). Part III consists of a review
of legal state of the art in project relevant topics.

In particular, in Part II we recall the basics of the interaction patterns
and discuss what are the fundamental technical security requirements in the
context of the different instantiations of web mash-ups and what are the pit-
falls that commonly arise when implementing them with today’s technology.
This discussion is contained in Sections 1 and 2. Additionally, we discuss in-
formal high-level security policies that are associated to those requirements
in Section 3.

Part III reviews the current European legislation on the topics concern-
ing the project (Section 4), and in particular the ones where the identified
security short-comings makes technical enforcement a challenging task such
as consent (Sections 5 and 6), data breach (Section 7) and identity theft
(Section 9). We highlight the identified links between the legal framework
and the technical part of the project in Section 10 and illustrate them by
means of the e-Health case study as described in [60].

We conclude in Part IV by summarizing the gained insights in the rela-
tionship between the current legal framework and the technological challenges
to enforce the regulations.
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Part II

Security requirements and
properties
In this part, the interaction patterns are analysed from the point of view
of the difference parties involved: the end-user, the provider of the web
application and possibly other parties. First, we give an overview of the
pattern catalogue and the security requirements common to all patterns.
Then every pattern in the catalogue is briefly summarized (see [60] for details)
and security shortcomings of current implementations are described.

The following table lists the identified patterns from D1.2.

ID Interaction Pattern
P01 Basic Interaction in a Web Mashup
P02 Client-side Third Party Content Integration
P03 Client-Side Third Party Code Integration
P04 Server-side Third Party Content Integration
P05 Server-Side Third Party Code Integration
P06 Client-Side End-User driven Proxy Mashup
P07 Server-Side End-User driven Proxy Mashup
P08 Third Party User Interface Integration
P09 Resource Reference Sharing
P10 Third Party User Tracking
P11 Geolocation Sharing
P12 Capability-based Authorization Delegation
P13 Basic Distributed Work-Flow
P14 Two factor, two channel authentication

Table 1: The catalogue of Interaction Patterns from deliverable D1.2.

For every interaction pattern, first the pattern and its context is reviewed by
giving a short description of the pattern and the involved parties.

The second part of the description of each pattern contains a list of ob-
servations regarding current implementation practices followed by a list of
shortcomings that are related to the list of security requirements.

Pattern Dependencies Figure 1 is meant to give a brief overview of the
dependencies in between the individual patterns (indicated by the circled
numbers). In general a pattern inherits all security shortcomings from its
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Figure 1: Pattern Dependency Tree

parent.
We divide mashups into three different types, depending on the location

where the integration of third party content takes place. Most important
is the client-side integration, where the client receives a web page from the
primary server which contains references to third party content (of any type),
that the client has to fetch consequently. In case of server-side integration
the third party content is obtained by the server and then sent to the client
together with the primary web page. The third case is a special case where
the mashup did not happen natively on initiative of the primary web page,
but due to some other reason. Here it is also useful to make the distinction
between a client- and a server-side mashup.

After the distinction between client- and server-side integration was made,
it is still possible to distinguish the type of content that is integrated. We
decided to differ between pure data (like images, videos or text) and code,
which subsequently can be divided in some more detailed sub-patterns. For
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a thorough description of the interaction patterns see D1.2.

1 Common Security Requirements
In information security the classical security requirements are confidentiality,
integrity and availability (also denoted as CIA). A system can be deemed
secure if all security requirements are fulfilled. In this subsection we will
briefly recall the principles of each requirement and give some more concrete
explanation of its meaning when applied to the context of web mash-ups.

The considered scenario is basically the most abstract interaction pattern
(see 2.1) : A user wants to interact with some web page that is hosted by a
primary web server. In case of a mash-up scenario the primary web page also
includes some third party content (of any kind) that is hosted by one or more
third party web servers. The user loads the complete page and interacts with
it.

Notice that more precise requirements specifying exactly what informa-
tion must remain confidential/integral, which services should be available etc.
will depend strongly on the concrete application and not on the interaction
pattern used. The purpose of this subsection is to discuss common security
requirements from an abstract perspective. Some preliminary work towards
more concrete security policies enforcing precise security requirements can be
found in Section 3. Additionally, we will also give an overview on the risks in-
volved in mash-ups for the considered high-level security requirements given
the current state-of-the-art. Details and exceptions will be discussed for the
single patterns in the following.

Confidentiality Confidentiality is the term used to describe “the treat-
ment of information that an individual has disclosed in a relationship of trust
and with the expectation that it will not be divulged to others in ways that
are inconsistent with the understanding of the original disclosure, without
permission” 1.

When a user interacts with a web page and discloses some information
he usually does so because he puts some trust into the party that runs the
primary web server and wants to use some service the primary web page
offers, which needs the information he is willing to provide. To satisfy con-
fidentiality it is necessary that the primary web server does not disclose the
information to any other party. As of today, although progress has been
made in this direction, it is sometimes still difficult to control the amount of

1http://research.uthscsa.edu/ocr/Privacy%20and%20Confidentiality%20in%
20Human%20Research.pdf
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data a web page can collect about a user without the users consent and the
guarantee that data remains confidential as discussed by WP2 in [57] and
WP1 in [56].

If the primary page consists of a mashup, confidentiality means that in-
formation that the user shares with the primary (trusted) party must not
become known to any other party (like third party scripts present in the
mashup). Information in this context includes a wide range of data like user-
provided data (personal data, authenticating credentials, geolocation), inter-
action data (mouse clicks, keyboard strokes), technical information (browser
configuration, IP Address) or automatically generated session information
(cookies, one-time tokens). Even critical content of the primary web server
and of the primary web page and the fact that the user interacts with the
primary web page must not become know to these parties in some situations.
If the third party content needs some of the users data to function properly
it is necessary to control precisely what information is disclosed, to avoid
unindented or malicious leakages.

Integrity Integrity in general means that data cannot be modified unde-
tectably. For instance it is important that amount and destiny of financial
transactions cannot be modified when it transported over public channels.
When a user interacts with a primary web page, the actions conducted by
the web site must be within the expectations of the user. For example, the
primary web page must not deliver malicious elements (e.g. browser exploits,
cross-site scripting code, etc.) not associated with the functions the user ac-
tually wants to use. A user must be provided with functionality to restrict
which actions the primary web page is allowed to perform.

In the context of a web mash-ups, integrity refers to the possibilities a
third party might have. To meet integrity other parties must not be able to
affect or alter the communication between the user and the primary web page
or introduce elements into the primary web page that are different from the
expected content (e.g. privacy-violating content or spoofed content in case
of third party compromise). There must be mechanisms to either inspect,
restrict or guarantee the correctness the content loaded from the third party
web server.

Availability Any system that wants to serve its purpose must be available
when it’s needed. This means that all parts of the system as well as the
communication channels to access it must function correctly.

In a mash-up it is important that the availability of the primary web server
must not be reduced by embedding third party content into the primary web
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page and neither must it be possible for any third party to interrupt the
communication between user and primary web server or otherwise render
the service unavailable for a user. In case the third party content becomes
unavailable, the user must still be able to interact with the primary web page
loaded from the primary web server in a sensible way.

Authenticity Another security requirement that can be of importance is
authenticity, which basically consists of the validation that both parties are
who they claim to be.

A user must have the possibility to check whether the primary web page
shown in the browser indeed belongs to the primary web server and accord-
ingly to the party the user wants to communicate with. It must not be
possible for third parties to spoof elements of the primary web page (both
code and visual contents). A user expects to actually communicate with the
intended party in case the following conditions are met:

• the user establishes a secure (HTTPS) connection,

• the correct URL is shown in the address bar of the web browser and

• the server certificate has been successfully validated.

 high risk 

 medium risk 

 no risk 

mashup 

standalone PC & 
database 

simple webpage 

Figure 2: Security Risks
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Overview of Risks When evaluating security shortcomings of state-of-
the-art technology it is necessary to understand that each added functionality
introduces new risks. In this section we will briefly illustrate this principle
based on the evolution of some arbitrary service.

Before we discuss risks in detail, let us explain a bit the context and the
way we are using the word risk in this Deliverable. Risk, in a technical sense,
is usually represented by the two different dimensions of a given threat: the
potential loss and probability of occurrence. To evaluate a risk, both values
should be measured or estimated.

But to calculate both numbers, a concrete implementation and a concrete
instantiation are required, even for a rough estimation of the risk values. The
risk depends very much on the type of data (assets) that should be protected:
searching for a restaurant in a city is not so critical like passing sensitive pa-
tient data. Thus, the risk associated with an abstract generic pattern is
not quantitatively defined. On the other hand, the probability of occur-
rence highly depends on the implementation of a given abstract pattern. In
principle, countermeasures against some of the discussed vulnerabilities can
be present in particular applications, at different levels and may depend on
the interaction with other features or mechanisms in place. However, in com-
mon implementations seen on the wild and with current browser technologies
those countermeasures are not present.

Thus, in this Deliverable, when we say that a certain pattern introduces a
high risk, we mean: the possible damage is high, in comparison to alternative
conventional solutions. Of course, we assume that both, the pattern and the
alternative are managing the same type of sensitive data and critical assets.
On the other hand, to estimate the probability that the threat is really
performed is nearly impossible at the present time since mashups are only
emergent and their use in Health Care or critical commercial applications
is very limited. However, we believe that in general the probabilities are
comparatively high, if no further security measures are in place. The hurdles
for attackers are not high.

As depicted in Figure 2, the simplest service of interest - omitting types
that are analogue only - is a standalone computer (not connected to any pub-
lic network) using a database to handle some confidential data. Assuming the
underlying system is secure the classic security requirements of confidential-
ity, integrity, authenticity and availability are met with respect to external
parties.

By connecting the computer to the internet one gets a huge gain in func-
tionality, but also accepts that there are several - sometimes severe - risks.
Obviously physical presence is no longer necessary to make use of the service,
but it introduces the problem of access control, increased complexity and ad-
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ditional attack vectors. As of today it is still an open problem to secure a
simple web servers perfectly, but progress has been made with respect to the
early internet days (e.g. HTTPS, same-origin policies in browsers). When
the user uses the service and hands over some of his personal data he entrusts
the service to take all the necessary steps to protect it. If the service does so,
it is reasonable to say that all security requirements can be met (although
secure web interaction needs still some fine tuning, as discussed in [57]).

Nowadays the functionality that a simple web page can provide is often
not enough any more. Users expect functionalities that only a mashup en-
vironment can provide (like integration of social networks, maps, etc.). The
problem with mashups is - again - the trade-off between added functionality
and added risk. There are indeed useful external components (libraries, inter-
faces, etc.) so there are certainly good reasons to do mashups, but the risks
involved are hard to control. In a mashup environment the content loaded
from the third party cannot always be trusted. Even if the third party was
trusted at the current time they can get compromised or just change their
behaviour. Thus it is of utmost importance to restrict the rights any third
party content has, if one wants to meet given security requirements for an
application.

Data TO 
3rd party 

Data FROM 
3rd party 

Content Code confidential non confidential 

geolocation ads User Interface 

IA CIA C C 

Mashup 

Figure 3: Mashup Types

In general it is possible to distinguish between two types of third party
components as shown in Figure 3: Those who can operate by just loading
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data from the third party and those also who need to send something to
the third party. The latter can obviously endanger confidentiality, while the
former threatens integrity and availability even if only content is loaded. In
case of loaded code all classical security requirements are at risk. Because
third party components clearly need to load code to function correctly and
some (like geolocation or ad services) need to send data to some external
resource to fulfil their task, new ways of restricting access in a fine grained,
meaningful way are necessary to meet security requirements in a mashup
environment. In the following we will discuss this in more detail for the
single patterns of the catalogue.

2 Pattern Catalogue and Shortcomings

2.1 P 01 Basic Interaction in a Web Mashup
Pattern Overview A user actively navigates to a web page and interacts
with it by consuming content or sharing information with the page.

Actors:

• User: The person using a web browser to access a web page. The user
is interested in interacting with the web page by retrieving information
from or sharing information with the page.

• Web server: The web server represents the content provider that deliv-
ers the web page.

• Web page: The web page is served by the primary web server and
rendered by the browser of the user.

Example Instantiations

Historically, mashups were “hacks”: interested users found ways to use code
and data from online sources, without the explicit help from those servers.
Today, most of the implementations are based on published APIs, in order
to access the content or code to be merged. The increasing availability of
APIs for services on the web is visible on resources like programmableweb.
com. Back in 2005, only 105 APIs were listed in the directory. There were
four business models. Google offered free APIs. eBay had decided to let
developers pay for their services. Amazon did it the other way round and
gave money to developers. And finally, SalesForce had an indirect payment
model. These same business models still exist today. But there are now 7270
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APIs and 6768 Mashups (Sept 12, 2012) and many refined ways of how APIs
support different businesses.

Identified Security Shortcomings

In connection with the current state of web technology, several of the require-
ments listed above cannot be fulfilled effectively. The following list highlights
the security-relevant issues.

• Current web technology does not effectively hide the fact that a user
interacts with a primary web page. If, for example, a user navigates
away from a primary web page, the referrer header discloses information
about what page the user previously visited. This includes both the
URL path as well as parameters or one-time tokens transported via
URL parameters.

• Privacy and confidentiality requirements cannot be fulfilled, if third
party elements (e.g. images, videos, feeds, ads, social media compo-
nents, etc.) are integrated into a primary web page. Even though a
user only wants to interact with content loaded from the primary web
server, the third party elements are loaded automatically, thereby dis-
closing information like the referrer, access time and frequency, browser
information, IP address, etc.
Furthermore, depending on the browser configuration, third parties can
set cookies and thereby track a user over multiple requests and primary
web site visits.

• If cross-site request forgery countermeasures have not been implemented,
third parties are able to affect the communication channel between a
user and a primary web page. By convincing a user to click on a crafted
link or to visit a third party web page with hidden elements, interac-
tions with the primary web page can be forged.

• A user does not have any guarantee that elements provided by the
primary web page indeed represent the content and functionality the
user wants to interact with. If, for example, the primary web page
server is compromised, browser exploits or cross-site scripting attacks
may be performed via the primary web page. Security functions in this
area exist (e.g. content security policy), but are not widely adopted.
A user does not have the possibility to restrict what the primary web
page is actually allowed to do (e.g. read information from the client,
store information, etc.).
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2.2 P02 Client-side Third Party Content Integration
Pattern Overview A user visits a web page which consists of elements
provided by the corresponding primary web server but also contains content
(data, images) from a third party web server. The user may or may not be
aware of the existence of third party content.

Actors:

• User: The person using a web browser to access the primary web page.
The user may not have knowledge about which elements on the primary
web page originate from a third party.

• Primary web page: The primary web page is served by the primary web
server and rendered by the browser of the user. As a part, it contains
third party content.

• Primary web server: The content provider that delivers the primary
web page.

• Third party web server: The third party web server provides content
that is integrated into the primary web page.

Example Instantiations

Frequently found examples of client-side third party content integration are
advertisement banners, weather and stock information, and social media but-
tons (see Pattern P09).

Identified Security Shortcomings

Notice that this pattern focuses on static data in the sense that no code is
shared by the third party application (for example when simply providing
text or pictures). In practice however this pattern can be combined with the
following one (code integration) to provide dynamic content. In this sense,
the two potentially endangered requirements are integrity and availability
of the data provided by the third party. Content provided by third party
servers could be inaccurate (for example false stock exchange data, weather
or location), thus the integrity of the integrated content is potentially com-
promised. It also could be simply unavailable thus harming the availability
of the desired service.
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2.3 P03 Client-Side Third Party Code Integration
Pattern Overview A user visits a web page which integrates functionality
provided by a third party in form of a code library. The functionality is
rather basic and tightly integrated with the website, i.e. the user is not able
to distinguish between primary web page and third party functionality, or,
may not be aware of the integration of third party functionality at all.

Actors

• User: The person using a web browser to access the primary web page.
The user may not have knowledge about which elements on the primary
web page originate from a third party.

• Primary web page: The primary web page is served by the primary
web server and rendered by the browser of the user. Not visible to the
user, this page leverages a third party library.

• Primary web server: The content provider that delivers the primary
web page.

• Third party web server: The third party web server provides the library
that is used in the primary web page.

• Third party JavaScript (JS) Library: A set of functions and data. The
primary web page just includes a reference to the library, it is loaded
dynamically when the browser processes the primary web page.

Example Instantiations

Several JavaScript libraries such as jQuery and Dojo exist that contain pre-
made software constructs and functionality. A third party provider offers its
own standard API that is embedded into the primary website and acts as a
holder for the library. The properties, functionality and features of the third
party library is controlled and governed by the provider itself. The library
may be customized by the provider to suit the requirements of the specific
user.

Identified Security Shortcomings

These libraries form a unique challenge because their functionality can not
be easily isolated from the rest of a web page; i.e. the potentially malicious
or infected library code shares the same set of permissions as the integrator
code.
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If script code is loaded from the third party web server and integrated
into the primary web page this code has unrestricted access to the primary
web page, as it runs in the same context. This gives the third party full
read and write access to the DOM of the page. Another possibility is to
embedded the third content functionality within an iframe, which solves some
of the confidentiality problems but still some problems remain open (see [56]).
Generally, the following security requirements are not met in connection with
the currently available integration variants and web technologies:

• In case the JavaScript integration variant is used, the third party code
has full access to all page contents and can both read and write the
DOM. This enables manipulations of the primary web page and allows
the third party to access information the user shares with the primary
web page.

• Currently, primary web page elements loaded from the third party web
server are unrestricted. If, for example, the third party platform gets
compromised, the original page can be changed to arbitrary contents.

• In both integration variants it cannot be prevented that the third party
introduces privacy-violating content (that e.g. reads user information
by directly accessing the DOM, see [56]). Beside current browser sand-
box mechanisms there is no technical restriction on what information
the third party can read from the client and transmit back to the third
party web server.

• The visual elements loaded from the third party web server technically
are not restricted to certain size boundaries or areas of the primary
web page. When the JavaScript integration variant is used, arbitrary
elements of the primary web page can be changed directly. When the
iframe integration variant is used, the embedding web page can be
overwritten using ”frame busting” techniques.

2.4 P04 Server-side Third Party Content Integration
Pattern Overview A user visits a web page which consists of elements
provided by the corresponding primary web server but also contains content
from a third party web server. The user may or may not be aware of the
existence of third party content.
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Actors:

• User: The person using a web browser to access the primary web page.
The user may not have knowledge about which elements on the primary
web page originate from a third party.

• Primary web page: The primary web page is served by the primary web
server and rendered by the browser of the user. As a part, it contains
third party content.

• Primary web server: The content provider that delivers the primary
web page.

• Third party web server: The third party web server provides content
that is integrated into the primary web page.

Example Instantiations

Damia, being based on RSS feeds, shows how to rapidly create a server-
side data integrator, and Mashmaker presents how this integration can be
queried and shared with other users. Enterprise information mashup fabric
introduces a new class of integration technologies that address complex in-
formation composition tasks. Also some healthcare architectures like the one
discussed in [60] integrate e-Health records (EHR) with other functionality
on the server side.

Identified Security Shortcomings

When integrating content from third parties on the server side, the following
problems could arise:

• The third party could provide false information compromising the in-
tegrity of the aggregated data.

• The user has no guarantees about the security of the channel used to
communicate with the third party. Therefore the confidentiality of user
data stored in the primary server is potentially endangered.

2.5 P05 Server-Side Third Party Code Integration
Pattern Overview A web server wants to run software which is built from
different libraries from several sources. The integrated code should be able
to change or be updated dynamically, either because the third party software
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providers modify somehow the functionality or because of events that require
further software.

Actors

• User: The person using a web browser to access the primary web page.
The user may not have knowledge about which elements on the primary
web page originate from a third party.

• Primary web page: The primary web page is served by the primary
web server and rendered by the browser of the user. Not visible to the
user, this page leverages a third party library.

• Primary web server: The content provider that delivers the primary
web page.

• Third party web server: The third party web server provides the library
that is used in the primary web page.

• Third party JavaScript (JS) Library: A set of functions and data. The
primary web page just includes a reference to the library, it is integrated
by the primary web server into the primary web page and then loaded
by the browser while it processes the primary web page.

Example Instantiations

One important example of this type of code integration is given in our use
case the Sales Everywhere solution, see [60]. Another important example of a
server-side integration of code is given by the Microsoft HealthVault, which
provides a large list of available web applications and integrates also with
different personal health record solutions.

Identified Security Shortcomings

This pattern is closely related to 2.3, as the libraries cannot be easily isolated
from the rest of the web page; i.e. the potentially malicious or infected library
code shares the same set of permissions as the integrator code. In this sense
the shortcomings are very similar, but the risks can be much better controlled
due to the server-side nature of the integration.

First, the mechanisms for establishing trust between the main server and
third parties are more better developed. There are many standards and meth-
ods supporting service level agreements (SLAs), Business-to-Business (B2B)
solutions and the management of PKI and security enforcement procedures
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is much stronger on servers than on clients, whose users have difficulties in
verifying new certificates, etc. Second, code downloaded to the main server
can be scanned in much more detail than code downloaded to a browser
client. The cost of this, of course, is that the server requires more effort and
resources, both during implementation and deployment as also in run-time.

2.6 P06 Client-Side End-User driven Proxy Mashup
Pattern Overview Users want to create their own mashups that glue
content from several servers, usually to present content in a particular, per-
sonalized way. Such mashups are stored locally and are considered trusted
by default, as the user is the one who decides what to integrate. In this pat-
tern the client assumes the role of the primary server by storing the end-user
mashup and the user is in control of what and how it is going to be displayed.

Actors:

• User The user creates the mashup and uses a web browser to access it.
He is aware of everything that is integrated in the mashup.

• User Browser The user’s web browser loads the created mashup and
renders the mashup and all embedded third party content.

• Third party web server The web server providing content for the mashup.
There are probably several different ones.

• Third party content The content from the third party is embedded into
the mashup.

Example Instantiations

There are many client-side user-created mashups addressing particular ob-
jectives of individuals, merging information from several third party servers
and displaying them in personalized ways as intended by the user. For users
to create mashups, besides programming themselves in HTML, JavaScript,
etc., they may use programming tools like Marmite, [63], or the Chickenfoot,
[64, 65], and Greasemonkey Firefox extensions. The interested reader will
find examples of such personal applications in the links of the websites of
those references.
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Identified Security Shortcomings

Inexperienced users creating mashups rely on programming tools that aid
them reach the objectives concerning visualization and combination of in-
formation, but users (and usually the tools) neglect the security aspects of
combining information from several sources. In a worst case scenario, a user
integrates a vulnerable script from a third party server into their mashup
which was provided as part of some re-usable available code, which makes
XSS attacks and Man-in-the-Browser attacks possible. Client-side mashups
are as secure as their integrated components and the tools used to create
them.

2.7 P07 Server-Side End-User driven Proxy Mashup
Pattern Overview Server-side mashups allow the server-side integration
of several third party content in one mashup. The primary server may or
may not provide any content itself. However, the client is unaware of the
origin of each component of the mashup as it only establishes a connection
with the primary server, which means that the primary server acts as a proxy
between the client and the third party server.

Actors:

• User Browser The user’s web browser that loads and renders the mashup.

• Mashup The mashup served by the primary web server. It contains
references to the third party contents which are loaded and embedded
by the primary web server.

• Primary web server The content provider that delivers the mashup. It
integrates all third party content into the mashup and sends it to the
client.

• Third party web server The third party web server providing the third
party content.

• Third party content The content from the third party that is embedded
into the mashup.

Example Instantiations

The website HousingMaps (http://www.housingmaps.com) combines Craigslist
rental listings with Google Maps for a visual representation of local apart-
ments for rent in the United States, even though it is in no way affiliated with
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Craigslist or Google. The website EveryBlock (http://www.everyblock.com/about/)
is a combination of many different types of local news complemented with
content from Flickr, Yelp, Craigslist, etc.

Identified Security Shortcomings

In a worst case scenario, the server integrates into the mashup a malicious
script from a third party server without verification, and such script is then
passed to the client. Similar to client-side mashups, the server-side mashups
are as secure as their integrated components. For a more detailed discussion
see the shortcomings of Sect. 2.3.

2.8 P08 Third Party User Interface Integration
Pattern Overview A user visits a web page which contains a third party
user interface, i.e. the page integrates third party content which is clearly
visible to the user and he is able to tell its origin.

Actors:

• User: The person using a web browser to access the primary web page.
The user may not have knowledge about which elements on the primary
web page originate from a third party.

• Primary web page: The primary web page is served by the primary web
server and rendered by the browser of the user. As a part, it contains
third party content.

• Primary web server: The content provider that delivers the primary
web page.

• Third party web server: The third party web server provides a widget
content that is integrated into the primary web page.

• Third party widget: The widget (interface and content) provided by the
third party web server integrated into the primary web page.

Example Instantiations

Many third parties provide standard user interfaces for integrating their con-
tent into other web pages. Such widgets serve as read-only streams. Possible
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belonging content is available in the read-only view. However, the user inter-
face may additionally facilitate certain client-side events/actions, e.g. relo-
cation of the markers on Google Maps. In other words, the widget API may
provide certain user-customizable features, however in a restricted manner,
the primary control still stays with the provider. Known example instantia-
tions are Google Widget, Twitter Widget, Weather Widget.

Identified Security Shortcomings

Integrating widgets on the client side is a refinement of integrating arbitrary
content from (potentially untrusted) third parties. A similar discussion as in
Sect. 2.3 applies.

2.9 P09 Resource Reference Sharing
Pattern Overview Resource reference sharing refers to sharing the refer-
ence of a resource, for example a photo or text, with other users via integrated
third party functionality.

Actors:

• User: The end-user that, via a browser, accesses a primary web page
and makes use of the resource reference sharing functionality.

• Primary web server: The primary web server represents the content
provider that delivers the primary web page. The user shares a refer-
ence to a resource contained in that web page.

• Primary web page: The primary web page is served by the primary
web server and rendered by the browser of the user. The primary web
page contains third party content elements that implement the resource
reference sharing functionality.

• Third party web server: The third party web server provides the con-
tent elements which are necessary for the resource reference sharing
functionality. In addition, the reference to be shared is stored on a web
page on his web server.

Example Instantiations

With more and more social networks emerging and various providers step-
ping into the social media market, the number of providers offering the fea-
ture to ’share-bookmarks’ is multiplying rapidly. Facebook, Google, Twitter,
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Digg, LinkedIn, and many more provide users the possibility of sharing book-
marks of various resources, they find interesting, across their social media
profile. Facebook Like and Share, Google +1, Digg share, Delicious book-
mark, LinkedIn share, just to name a few, are available in form of HTML
buttons that can be embedded via JavaScript code within the resource web-
site. These social plugins/widgets simply post/share the bookmark on user’s
profile at the social media platform.

Identified Security Shortcomings

The third-party social media platforms provide the user the possibility of
sharing external bookmarks on their social media account or profile pages
through either embedded JavaScript or iFrames.

When using the ’Facebook - I like’ functionality while not authenticated
at the third party platform, a login dialog is presented. Generally, a user
has no guarantee that the login information is actually transmitted to the
intended third party. The primary web server has the possibility to spoof
the login dialogue and thereby steal login credentials.

Due to restrictions in the Same-origin Policy itself with respect to <script>
tags and iFrames, a number of security concerns arise.

• Confidentiality: Full access to the DOM via the third-party JavaScript
code;

• Integrity: If the user is not logged in to his social media platform
account, he receives a login dialogue which could be spoofed.

• Mutual Authentication: The third-party server simply provides a login
dialogue for the user to log in without authenticating itself (for example
via a certificate).

• Privacy: By embedding JS on the primary resource web page from a
third party website, one provides the third-party access to track what
resource the user is viewing, even before the user actually clicks the
’Bookmark’ button. The only prerequisite to this is that the user should
be logged on to the third-party website. The embedded-JavaScript code
can access the information about the resource and the third party can
associate/link this information to the currently active user;

2.10 P10 Third Party User Tracking
Pattern Overview Third Party User Tracking refers to the integration of
a third party library to track and collect various information about a user’s
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web activity. In most cases, this happens without the user’s knowledge and
consent.

Actors:

Description of involved parties:
• User: The person using a web browser to access a web page. The user

is interested in interacting with the web page by retrieving information
from or sharing information with the page.

• Primary Website: The primary web server hosts the primary website
that is being tracked for collecting and observing users’ web activities.

• Third-party Tracking Server: The third-party server that provides a
tracking code embedded into the primary web page for tracking pur-
poses.

Example Instantiations

Google Analytics is the most popular traffic analysis tool. According
to W3Techs2 it has a market share of 80+%, and more than every second
website on the Internet is analysing its traffic with Google Analytics. By
embedding a basic JavaScript snippet into a web page, the web master can
find out things such as which content gets the most visits, the average time
spent on the page and which links are driving the most visitors to the site.

Google Analytics implements tracking in two different ways, depending
on the moment during rendering where the tracking script is executed.

Google AdSense : Google uses its Internet search technology to serve
advertisements based on website content, the user’s geographical location, and
other factors [50]. It gathers various kinds of information such as keywords
of the website content, cached pages and search results for contextual and
customized ads. The primary web page contains JavaScript code that uses
inlined JSON to fetch ads from Google’s server which are integrated at client
side.

Identified Security Shortcomings

Since this mashup is a refinement of a client-side content and library inte-
gration then the respective security shortcomings are inherited (see Sect. 2.3
and 2.2).

2World Wide Web Technology Surveys, http://w3techs.com/
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2.11 P11 Geolocation Sharing
Pattern Overview This pattern encompasses multi-party component in-
teractions that involve sharing of user’s private information such as location
with third party components.

Actors:

• User: The person using a web browser to access the primary web page.
The user may not have knowledge about which elements on the primary
web page originate from a third party.

• Primary web page: The primary web page is served by the primary web
server and rendered by the browser of the user. As a part, it contains
third party content.

• Primary web server: The content provider that delivers the primary
web page.

• Third party web server: The third party web server provides content
that is integrated into the primary web page.

Example Instantiations

Some popular instantiations include:

• e-Health Patient Monitoring

• Flickr Photos Geotagging with Google Maps in Flickr (GMiF)[51]

• Google Maps (http://maps.google.com/) is an online mapping system.

• Petstore Mapping Mashup: A Petstore Application has a DB of meta-
information (Geo Tags) assigned to the photos of pets that they want
to sell based on where they are available for purchase

• Housing: Houses on sale are mapped onto the Google maps, according
to their Geo Tags, providing information about where they are located,
sale price, living area, supermarkets nearby, etc. All this information
is represented as individual pins on the map.

• Adding GPS Location to your status messages in Facebook, Google
Plus and Twitter: All these social networks allow adding geolocation
information to the status update.

• Holiday Pictures

FP7-ICT-2009-5
Project No. 256964



D1.3: Informal security policies and Legal Considerations 28/61

Identified Security Shortcomings

Similarly to the previous pattern this pattern is a refinement of a client-side
content and library integration. Hence, the respective security shortcomings
are inherited (see Sect. 2.3 and 2.2).

2.12 P12 Capability-based Authorization Delegation
Pattern Overview Certain operations on assets owned by users are criti-
cal in nature due to the separation of trust boundaries between the commu-
nicating parties, sensitive nature of the assets, side-effect of the operation on
the assets and flow of the sensitive information across different trust domains.
In such situation the need arises to delegate the process of authorization. The
authorization mechanism relies on a capability-based access model.

Actors

• User: The person using a web browser to access the primary web page.
The user may not have knowledge about which elements on the primary
web page originate from a third party.

• Primary web page: The primary web page is served by the primary web
server and rendered by the browser of the user. As a part, it contains
third party content.

• Primary web server: The content provider that delivers the primary
web page.

• Third party web server: The third party web server provides content
that is integrated into the primary web page.

Example Instantiations

Some popular instantiations include:

1. Cross-domain blogging: Selective Tweets for Facebook, Twitter App
for Facebook, etc. Twitter App for Facebook: It is a third party ap-
plication developed using Facebook API for posting twitter updates to
user’s Facebook Profile. The Twitter App for FB has been developed
using the Facebook’s JavaScript SDK[55]. Apps on Facebook.com are
loaded in the context of Facebook.[53]. Access to user’s Facebook ac-
count information is restricted via access permissions. The twitter app
requests access to the user’s basic and profile information. Facebook
API requires third party apps to authenticate via OAuth.
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2. Twitter Apps: Applications developed using Twitter API

Identified Security Shortcomings

When delegating capabilities for service integration it is important that au-
thorization mechanisms such as OAuth are used and not a direct sharing of
accounts and passwords (as for example with the search friends functionality
of Facebook that needs the user’s e-mail credentials for discovering contacts
that also have a Facebook account). On the other hand, since this com-
munication with third party servers is transparent to the user, he does not
have guarantees on the confidentiality and integrity of the communication
channels used by the server which might potentially harm the user’s security
requirements, as discussed in Sect. 2.2.

2.13 P13 Basic Distributed Work-Flow
Pattern Overview While performing various web activities, the user con-
sumes different types of online services such as posting comments, buying
articles, etc. For many such services, utilizing a third party service is a vital
step in the successful execution of the primary service consumption.

Example Instantiations

Some popular instantiations include:

1. OpenID (Identity Management): OpenID provides a identity validation
service to other parties on behalf of the user. It provides the mecha-
nism to authenticate users in a decentralized manner [52]. In brief, the
user needs to validate his identity to the primary server to perform a
certain action such as posting a comment on the blog successfully. In
order to do so, a third party server that is implementing the OpenID
protocol and serves at the OpenID Server, authenticates and validates
the identity of the user to the primary web server without revealing
any sensitive data about the user to the primary web server. The user
shares a distinct relationship with both the service providers and there-
fore it becomes mandatory to keep the information shared with each of
them within its trust boundaries.

2. PayPal (Payment Management): PayPal is an example of a CaaS
(Cashier-as-a-Service) where the merchant implementing the online
shopping work-flow is responsible of providing the shopping service
to the user. This work-flow includes payment step which is performed
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externally by consuming payment services from the third party, in this
case PayPal. For further description refer to Work Package 2 Deliver-
able D2.1 Section 2.4 Online Shopping Work-Flows over Two Domains.

3. Extended work-flow, Doctor acting on the behalf: In this scenario, the
doctor acts on behalf of the patient to perform activities such as modi-
fy/creating/updating the patient’s medical records, managing medical
bills in co-ordination with the patient’s health insurance provider. The
acting parties involved in this scenario are the patient and the doctor
at the client side, the primary e-Health system and the third party
insurance provider. The patient needs to provide the doctor with the
necessary authorization rights to be able to access patient’s medical
records and bills. This part of the entire scenario can be seen similar
to the interaction pattern for the capability-based authorization. Next
the doctor interacts with the e-Health system for managing patient pro-
cesses. The billing step however takes place externally in a distributed
manner with the third party insurance service provider.

Identified Security Shortcomings

Similar to the previous pattern, since the communication with third party
servers is transparent to the user, he does not have guarantees on the con-
fidentiality and integrity of the communication channels used by the server
which might potentially harm the user’s security requirements.

2.14 P14 Two factor, two channel authentication
Pattern Overview For increased Security, certain sensitive actions require
explicit validation of the user. This is provided using a separate communi-
cation interface, e.g. a separate desktop application or an app on a mobile
phone. The separate application queries for acknowledgement of the sensi-
tive operation displaying the requesting-entity, the request in form of a text
message and gives the possibility to authenticate and acknowledge or deny
the request.

Example Instantiations

Some popular instantiations include:

1. Multi-factor Authentication: The Google Authenticator project in-
cludes implementations of one-time passcode generators for several mo-
bile platforms, as well as a pluggable authentication module (PAM).
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One-time passcodes are generated using open standards developed by
the Initiative for Open Authentication (OATH) (which is unrelated to
OAuth). These implementations support the HMAC-Based One-time
Password (HOTP) algorithm specified in RFC 4226 and the Time-based
One-time Password (TOTP) algorithm currently in draft [54]. 2-step
verification adds an extra layer of security for your Google Apps ac-
count by requiring you to enter a verification code in addition to your
username and password, when signing in to your account. Google Au-
thenticator is a mobile application that allows you to generate 2-step
verification codes on your smartphone without a network connection.
We recommend users with smartphones to use Google Authenticator
to generate verification codes instantly to sign in to their Google Apps
accounts.

2. Mobile Transaction Numbers such as mTAN and smsTAN. The TAN
number is sent to the user’s mobile and used as a 2nd step of authen-
tication/authorization verification

Identified Security Shortcomings

Although in principle these solutions are relatively secure with respect to a
single authentication factor (because an extra channel makes it more difficult
for an attacker to completely hijack the communication with the server)
subtle errors in the protocol could make this process insecure. For example,
if the attacker sniffs the communication between the mobile device and the
server and gets an authentication token that is reusable, he can then forge
the identity in the future. On the other hand, if the user looses his mobile
device or it gets stolen, then security is seriously compromised. Therefore
countermeasures related to blacklisting of devices after stealing are necessary.
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3 Technical Policies

3.1 Short Introduction to the Topic, Literature, and
Issues

There are many types of security policies, for many different purposes. For
an first overview see [70, 76, 89]. One important question, but out of our
scope is the use of policies in the development life cycle, and in partuclar
when defining the requirements, see for instance [67].

In the context of Web Applications and Web Services there are particular
policies, in particular to describe how messages must be secured (for instance,
encrypted or signed) and how to deal with PKI aspects, see [68, 69, 77, 86, 90].
Those aspects are not to central in our scope, with perhaps the exception of
authentication and non-repudiation.

Work-Flows demand policies of their own, describing which sequences of
actions are possible under which conditions [66, 73]. In this context, automata
or other graphical means are often used to express the possible sequences of
actions that conform to the policy, not only in a distributed workflow, but
also inside one single system, for instance [104, 93, 92].

Even closer to our needs are the policies for Information Flow [72, 74,
82, 84, 85, 88, 94, 95, 97, 98, 99, 100, 101, 106, 107, 91], and declassification
[71, 96, 102, 103], not to forget Information Flow for integrity (and also
policies for endorsement, in a sense the dual of declassification) [78].

Composition of systems and composition of policies play also an impor-
tant role, see [75, 87]. Another issue is to formalise and give precise semantics
to policies, see [79].

Finally, a particular topic of its own is the need for privcy policies re-
garding geolocation data, see [80, 81, 105]. This topic is relevant for pattern
P11, 11, but is not really relevant for our Use Cases, which do not discuss
the sharing of location information with untrusted parties.

3.2 The Role of Policies in WebSand
One of the main objectives of the WebSand project is to provide mechanisms
to express and enforce security policies for web applications in a server-side
driven fashion. Those policies are ultimately related to the security require-
ments presented on this deliverable, as they describe the security goals the
responsible person is trying to achieve. That is, the abstract requirements
listed in the previous section must be ultimately result in technical require-
ments on the access control/flow of information of certain data.
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The particular policies for a given application will be specified by a person
or group of persons known collectively as the policy-owner, that is the respon-
sible web application designer or webmasters, the web application owner, or
in some cases, also the user. Usually, the policies are enforced on the client
side (or, more precisely: where the mashup integration actually happens).

To fill the abstraction gap between informal policies and technical policies
(like the ones discussed in [57, 58, 59]) we will design the WebSand’s Policy
Language (WebLan) that allows policy owners to express the policies they
require and which can be succesfully enforced by the WebSand framework.

Currently, WebSand provides three different types of low-level (not human-
oriented) policies: secure web interaction policies (covered in WP2), informa-
tion flow control policies (covered in WP3) and secure composition policies
(covered in WP4). These policies express fine-grained security requirements
for future internet applications, and will be enforced by the same technical
mechanisms, independent of the web application. WebLan will be, compared
to the languages of WP 2-4, less concerned with the techniques of how to
implement the goals than with the goals themselves. The policy owners will
use WebLan to abstract away from the differences of the different WPs and
to express their own security requirements in a neutral language. WebSand
will provide a translation of the policies to the policy languages used in WPs
2-4.

Besides the WebSand’s technical policies,there are other ones which are
enforced through legal mechanisms. In order to argue about security in a
holistic way, and to achieve assurance about business goals, it is necessary
to consider policies that can be enforced using legal procedures. For our
purposes, the security they provide may be simply considered as security
assumptions. In this Section we cover the policies that can be enforced
through technical mechanisms, and we will refer to them as technical policies.

WebLan is a domain-specific language for the description of technical poli-
cies under WebSand’s vision: fine grained security policies specify the security
needs for each application, and policy-driven enforcement and transforma-
tion techniques on the application code ensure the client-side enforcement
of the given policy. WebLan allows the specification of policies for privacy,
integrity and confidentiality.

3.3 Informal Examples of Policies for WebSand
Although the envisaged policy language will be presented at M30 in the fol-
lowing we consider some informal policies that are interesting to generalize
in the context of WebSand and that will serve as a basis for further investi-
gation.
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Consider the following scenarios from the e-Health case study (for more
details see [57]).

Example 1 : A doctor uses a search facility to look in an academic database
for information about a certain symptom/disease/medication. A malicious
script could be inserted in the 3rd party that could compromise a patient’s
private data, by reading the doctor’s browser DOM.

To prevent this, a developer must be able to define parts of the application
as private with respect to the searching facility. Informally the policy would
be:

The searching facility application can not access the application’s private
information without patient consent.

At a low abstraction level this will result in a fine-grained access control
policy, as defined by WP4 in [59].

Example 2 : A doctor must be logged in to see a patient’s private data.
A nurse can be allowed to see certain data from selected patients, if allowed
by the relevant policies (say, permitted by the treating doctor). A nurse
(or an attacker in possession of the appropriate URL) can try to change
the parameters (ID of patient) in the URL and bypass the authentication
mechanism.

To prevent this, the developer must be able to define a high-level control
flow policy, stating the intended order of access to the application single sites.
Informally:

To access a patient’s information a medical practitioner must be
authenticated and authorized. In general other users different from medical

practitioners are not allowed to access patient data.

On the technical level, this will result in a control flow graph as defined
by WP2 or in a RBAC policy as discussed in [57].

Example 3 : A doctor wants to share patient private information with
another doctor for the purpose of research. For this, he has to ask the
patient for consent.

Here a developer must be able to define a double-factor authentication
policy. Informally:

To share critical information belonging to a patient, the patient must grant
consent using a two-factor authentication
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On the low-level this policy will result in a mobile-authentication policy
for the given action. Other examples of informal policies include coarse-
grained access control policies (Only white-listed domains can interact with
the application) or very fine-grained information flow policies (Application
X can read information Y but cannot transmit outside the browser). To
establish a common semi-formal language for defining those policies and to
relate them as much as possible to low-level policies is matter of current
work.

3.4 Expressibility Requirements for Policies in Web-
Sand

The envisaged WebLan language should be expressive enough to define poli-
cies in the following areas:

1. Authentication (see Deliverable 2.1, [57], Section 6.2.1). This includes
tthe expression of policies about two-factor authentication.

2. Authorization and Access Control (see also [57], Section 6.2.1), includ-
ing authorization delegation with OAuth ([57]).

3. Control Flow Integrity ([57], Section 6.2.3). This type of policies contol
the integrity of activity flows.

4. Cross-Domain Interaction ([57], Section 6.2.2). This type of policies
describe under which conditions client-side cross-domain access is en-
abled.

5. Information-Flow Policies ([58])

6. Declassification ([58])

7. Fine-grained access control policies for mashups, such as the secure
composition policies in WP4 ([59])

It is not an easy task to propose a unifying language that is expressive
enough to cover these heterogeneous technical policies. Moreover, the web
application owner would like to be able to understand the policies at a high
abstraction level and to be able to discuss them or adapt them to new circum-
stances if necessary without getting lost in the details of the implementation.
Such a language will not be automatically translatable to the technical poli-
cies of the WPs 2-4, since there will be details missing (details about the
implementation, the modules, the exact name lists of the URLs, etc).
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What we would like to propose, at least as a proof of concept is: a two-
layered policy language in which, at the higher level the application owner
describes what he wants and at a lower layer a more technically oriented
engineer describes a refinement mapping giving concrete meaning to abstract
terms such as "private data" or the various actors according to the context,
possibly choosing from a list of meaningful possibilities. Once this mapping
has been decided, then changing or adding new policies needs to be done at
the abstract level only (in most cases).

This two-level approach will allow us to define a policy language (We-
bLan), abstract enough to be easily readable and editable, expressive enough
to cover this broad band of areas and at the same time to have a precise re-
finement process of WebLan policies to technical policies in the sense of
WP2-4.
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Part III

Legal Considerations
In this part the legal questions which might arise in the project will be
outlined and answered in general. The key questions are: the applicability
of European Law, the problem of electronic consent, the consent for very
sensitive data (which is especially important for the e-Health case study),
legal consequences of a data breach, the secure transfer and storage of data
and legal problems concerning identity theft. A practical basis for all legal
considerations is laid out in the interaction patterns in [60] and the security
requirements and shortcomings of those patterns, as discussed in Part 1.

The legal considerations will describe the legal framework that is needed
for WebSand from a European perspective. It is also the aim of this part to
describe why there is a legal need to find technical solutions. In Part IV we
will summarize the links to technical content of the project.

Related publications During year two, the following related publications
were produced regarding our investigation of the legal context:

• [23] This publication covers requirements for informed and specific con-
sent. As a bad example for obtaining consent, the new privacy policy
of Google is reviewed legally in this publication. The privacy policy
used by Google is inadequate in meeting legal requirements by Euro-
pean law because no valid consent is obtained. The terms used are far
too generic and the data subject is not aware into what he or she is
actually consenting.

• [45] This publication is about the EPrivacy directive. This directive
contains rules for cookie usage. It has been implemented in some mem-
ber states of the European Union. Looking at the Austrian implemen-
tation it is analysed whether this implementation can serve as a role
model for Germany and other countries. This analysis comes to the
conclusion that the implementation in Austria is confusing, partially
wrong and therefore cannot serve as a role model. The rules in the
EPrivacy directive that apply to cookies also apply to any information
flow.

• [47] Data storage and transmission to the United States (US) is part of
everyday business life of European companies. This publication analy-
ses two main risks. On the one hand there is no legal certainty that a
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US company that certifies itself as "Safe Harbour" will act in conformity
with European law. European companies therefore need to supervise
their American partners from time to time. On the other hand the
patriot act undermines all data protection standards by the obligation
to disclose all data to US authorities at any time. European customers
should be aware if data is transferred to the US and consent separately.

4 The applicability of European Law
Before starting to describe the legal framework that is needed for WebSand
the applicability of the specific legal orders has to be explained. On the one
hand there are European directives like the Directive 95/46/EC [1] which
regulate the protection of data throughout the European Union while on the
other hand there is national law, like the BDSG [2] in Germany.

National law hence has to implement European law. An insufficient im-
plementation of the European directives would lead to infringement proceed-
ings. [3] So whenever a use-case will be described from the legal perspective
the European regulations have to be taken into account in any case of doubt.

At first it will be helpful to give a short introduction which law is to be
applied in which case. Afterwards the transfer of data from an EU- to a
Non-EU-country needs a legal review.

4.1 National Law and Data Protection
In general, the territorial principle determines which law is applicable,
with the collection of personal data inside the United Kingdom being regu-
lated by British law for instance. Of course the territorial principle reaches
its limits in case of collection of personal data in the internet. This does
not mean that this principle is insignificant. Article 4(1)(c) of the EU Data
Protection Directive directly refers to the territory. [4]

However, this principle is altered in many cases because it is not possible
to regulate cross-border context that way.

Cross-border data traffic is mentioned in Article 4(1)(a) of the EU Data
Protection Directive. All member states have to apply their national law on
cases in which the responsible person has a place of establishment.

E.g. if an Austrian company is collecting data in the internet from users
in Germany, Italy and Ireland, this case has to be assessed in accordance
with Austrian Law. This changes when the company opens a place of estab-
lishment in one of these countries. If this happens, the law of this member
state will apply for users of this country [5].
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But the DPD and national law in the EU distinguish between cross-border
data transfer inside the EU and EEA [6] and data transfer from an EU (or
EEA) [7] state to a state outside this area. This is because there is an equal
level of data protection inside the EU, for the individual national laws are
an implementation of EU directives.

So the protection of personal data in Germany has to be at least at the
same level as the protection of personal data in other EU countries. This
situation differs from a transfer of personal data from the EU into a country
outside the EU, e.g. into the United States. What matters in such a case is
the question what users from what countries are affected.

Example: A company from the US is collecting personal data from web
users in Germany, Italy and Ireland. In this case the collection of personal
data is subject to German, Italian or Irish law.

Data processing through authorities, companies or individuals outside
Europe needs a closer review.

4.2 Excursus: Law of tort
Data protection is not just a question of data protection acts. In cases where
the general right of personality is harmed, data protection acts and the law
of torts are applicable.

Example: An Irish company, that is running a social network in the in-
ternet, collects personal data of European users. Because of negligence of the
company’s technicians, private user data, that the users merely wanted to
publish for a small user group within the network, is now available for every
web user. The company does not have a place of establishment outside Ire-
land. A German user whose data is affected would like to sue the company.
Is German law applicable?

As already mentioned, Irish data protection law is applicable. But apart
from Irish data protection law German tort law applies. According to Art.
40 EGBGB [8] violations of the right to privacy are subject to the law of
the particular country in which the data processing person has its place
of business [9]. Still the affected person may request that the law of the
country where the violation had taken place applies. So German tort law
can be chosen as well [10] whereby his situation might differ from country to
country.
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5 Electronic consent
Whenever there is a procession of personal data the user’s consent is needed.
Consent is defined in Art. 2 h) of the Data protection directive.

Consent with regard to this project [13] means a person’s declaration
of intent to consent into something, e.g. the user permits someone to use
his personal data. The user therefore has to be aware that he is giving a
declaration of intent and what exactly he is consenting. There are numerous
ways to give such an intent [14].

Consent plays an important role in European data protection. Art. 8 (2)
of the EU Charter of Fundamental Rights states that personal data can be
processed "on the basis of the consent of the person concerned or some other
legitimate basis laid down by law" [12].

5.1 Problems obtaining consent
According to the Article 29 Data Protection Working Party [11] the following
phrases are to be interpreted [15]:

• indication

• freely given

• specific

• unambiguous

• explicit

• informed

The main problem is that information flow in web the web cannot be
completely controlled. This leads to various legal problems.

5.2 Consent has to be informed
Consent always has to be informed. The informed character is the last con-
dition for consent according to Art. 2 (h) DPD. The Art. 29 WP pointed
out that there are two sorts of requirements to ensure information [16]:

• quality of information

• accessibility and visibility of information
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Quality. The information has to be given in a way that an average user is
able to understand it [17]. Furthermore the way the information is given has
to be comprehensible (plain text, no jargon, etc.) [18].

Accessibility and visibility. It has to be clear where the information is
available. It would be insufficient to make the information available "some-
where" at the website. In addition the information itself has to be visible
[18].

It would be wise for the Art. 29 WP to inform users from time to time
anew. The data subject should be informed about his or her consent and
the possibility to withdraw his consent should be shown. These suggestions
match with the plans of the European commission including the fact that a
consent —- once given —- will get a kind of expiry date.

5.3 Consent has to be specific
Consent also has to be specific. Therefore the data subject may not be forced
to give a blanket consent [21].

An example how consent cannot be obtained is the new Google Privacy
Policy [22] which contains terms like "We may collect and store informa-
tion (including personal information) locally on your device" or "When you
use our services or view content provided by Google, we may automati-
cally collect and store certain information in server logs". In this case it
remains unclear to the user what he exactly he is consenting [23].

Another example is behavioural advertising or transfer of data to third
parties in social networks. Users are often prevented from using an external
application, unless they consent the usage of their data in the network. It
would only be specific if the user had the possibility to consent the usage of
every data object in particular [24].

The data subject also needs to be aware to whom he or she transfers the
control over the personal data. In a case (the so called "Merkur"-decision) of
the Austrian Oberster Gerichtshof [25] it was held that the following contract
clause for a bonus programme of a retail chain is invalid: "I hereby declare
my consent into the transmission and processing of personalised data for the
purpose of consumer information and marketing to other companies of the
Billa Group." According to the court’s opinion this clause is not specific
enough and lacking in transparency because it is unclear which companies
are or will be part of the "Billa-Group" [26].
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5.4 Geolocation data on smart mobile devices and con-
sent

More and more users use smart mobile devices for internet access. Through
GPS, WiFi or GSM base stations these users can be located. The legal
framework for this kind of data is stated by the DPD and the ePrivacy
directive [27].

Location data from smart mobile devices is very sensitive data because it
allows the recording of motion profiles. Therefore the data subject’s consent
needs to be obtained from applications on smart mobile devices to access to
his or her geolocation data. Rectification and erasure also has to be possible
[28].

5.5 Consent and opt-in requirement
Another important question is the need of prior consent. Strictly speaking
this question is also part of the issue of voluntariness. However it cannot be
answered generally.

5.5.1 Consent given in a contract

In cases where consent is given in a contract both forms — opt-in and opt-out
— are generally possible and do not violate the principle of voluntariness.

So a contract can be made in a way that a box needs to be checked in
order to refuse to give the consent or in order to give the consent [29]. This
does not apply to contracts where consent is given to receive e-mails or text
messages containing advertising materials [30]. Opt-in is also mandatory in
cases where data is collected for purposes of marketing, opinion polls and
address trading.[31].

5.5.2 No opt-out in conjunction with marketing

Regarding the reception of advertising mails or SMS, it is not possible to
give consent in form of opt-out in any contract.

The German Bundesgerichtshof [32] decided in a case (the so called
"Payback"-decision) that a contract term for a bonus programme of retail
chains where the customer and participant of the programme had to check
a box in order to deny the reception of advertising messages was invalid.
German law interpreted in the way the E-Privacy Directive states the frame-
work for the user’s right for privacy can only lead to the conclusion that an
opt-out in such cases is not allowed [33]. Decisions in these matters are often
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linked to competition law. According to the Advocate General of the Euro-
pean Court of Justice [34] an Online Travel Agency has to offer an optional
insurance that covers the costs which arise if a customer needs to cancel his
trip because of illness on opt-out basis [35].

5.5.3 No information flow before consent is given

To summarise: In most cases the consent of the data subject is needed prior
to any information flow. Information flow of personal data before a valid
consent is given will in most cases be illegal.

6 Consent for very sensitive data
Personal data can fall under different levels of security. Art. 8 DPD contains
"special categories" of data [36]:

• racial or ethnic origin

• political opinions

• religious or philosophical beliefs

• trade-union membership

• health or sex life

For this kind of data there is a higher need of protection than for other
personal data. The processing of this data is generally prohibited unless the
data subject gives his or her explicit or expressive consent. Normally it is
given in writing but it can also be given verbal and of course also in an
electronic way [37].

From the perspective of European law there is no obligation to record
electronic consent although it is highly recommended to do so in order to re-
tain evidence. In some national legal orders — e.g. in Germany — electronic
consent may only be given if it is recorded (§13 (2) Nr. 2 TMG or §94 No.
2 TKG [39]).

Other legal problems are as follows:

• obtaining an explicit consent that clarifies that the data subject is
consenting into the transmission of very sensitive data

• distinguishing between data categories ("normal", "insurance", "restricted",
"emergency", etc.)
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While there may be no need to obtain the user’s consent for the trans-
mission of insurance data for the reason of billing, there is no possibility
to obtain the data subject’s consent for emergency data because the data
subject is in a condition where he or she is unable to give consent.

7 Consequences of data breach
The EPrivacy directive did not contain a legal framework for data breaches
in its first versions. In 2011 the European Union agreed that there must be
consequences for data losses or unauthorised disclosure [40].

The revised version of the directive now defines data breaches as follows:
"In the case of a personal data breach, the provider of publicly available

electronic communications services shall, without undue delay, notify the per-
sonal data breach to the competent national authority." Art. 4 (3)

German legislation already has rules for data breach and anticipated the
European regulation. If very sensitive data, data that is subject to profes-
sional secrecy or personal data referring to (suspected) criminal or adminis-
trative offences or personal data concerning bank or credit card accounts, is
disclosed to a wrong party, this has to be reported to the authorities and the
affected data subject immediately (§42a BDSG). The notification of author-
ities and the data subject must be made when a disclosure is very likely.

This legal approach to the problem of data breach is necessary in order
to minimize possible harm for the data subject, but causes high costs. The
German government predicted before incorporating the data breach rule into
law that this obligation will cost German companies about 10 million Euro
[41].

8 Secure transfer and storage of data
Data transfer and storage has to be secure. Therefore the level of data
protection in the country where the data is stored or transferred to has to
fulfil European standards.

The internet as a world without borders may not lead to the conclusion
that it makes no difference where data is stored or transferred to. Neverthe-
less European law has made this a little bit easier. Through establishing an
average level of data protection in the European Union a transfer of data to
another EU-country and its storage on a server within the EU does not lead
to legal problems. There is no need to obtain additional consent.
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8.1 Cross border data transfer and storage within the
EU

As already mentioned, the European directives that state the level of data
protection in Europe (e.g. the DPD or the EPrivacy Directive) directly apply.
Member states are obliged to transfer them into national law. This leads to
the situation that we may have different laws in every country but an equal
level of protection.

Nonetheless this can also lead to legal problems. An example for this in
the field of data protection is the implementation of cookie rules throughout
Europe. According to German law there is no need for prior consent. The
user only has to be aware that cookies are used [42], so that he is able to opt-
out (§13 TMG) [43]. However, this legal position is contrary to European
Law. According to Directive 2009/136/EC (so called "Cookie Directive")
there is in general a need of prior consent for the use of cookies. This Di-
rective had to be implemented into national law by 25th May 2011 (Art. 4
(1) Directive 2009/136/EC). Prior consent cannot be given by disabling the
reception of cookies in the browser program which means that national law
in EU member states needs to be changed [44]. German parliament is about
to modify national legislation. Austria already changed its legislation but
has chosen a very unclear and partially wrong way [45].

8.2 Cross border data transfer and storage outside the
EU

Dealing with data that is transferred or stored outside the European Union
is more difficult. Most countries outside the EU do not have an equal level
of data protection. A distinction has to be made between countries having
the same level of data protection and all the other countries. Countries
with the same protection are all countries of the European Economic Area
(EEA) e.g. Norway, Liechtenstein or Iceland and some other countries (like
Canada, Switzerland, Israel). To countries within the EEA data protection
directives of the European Union directly apply. For other countries with
the same protection the European Commission checks the legal framework
and publishes the result of this investigation in its Official Journal [46]. For
these countries there is also no need to obtain an additional consent.

The United States of America have a lower level of data protection. In
order to avoid disadvantages for business associations between European and
American companies, companies from the US can certify themselves as ’safe
harbour’. ’Safe harbour’-companies voluntarily commit to fulfil European
data protection standards. From the legal perspective of European law, data
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transfer to these companies will be treated like a transfer to a third country
with adequate level of protection. However, there is always the possibility of
disclosure of data because the Patriot Act gives US-authorities far-reaching
competences. Furthermore the European partner of a US-company is obliged
to supervise the compliance with European standards [47].

For data procession to another country the user needs to consent that he
or she is aware that his data will be transferred and stored in a state with a
lower level of data protection.

9 Identity theft
Identity theft is a major problem in criminal law and the law of data protec-
tion. Identity theft in connection with online banking has caused damages
estimated to several billion Euro [48].

There have been several legal approaches to this topic. Their aim was
to diminish the damages caused by identity theft and to enable worldwide
prosecution. So the European Union and other states are very aware of that
problem.

9.1 Criminal law
The Cybercrime Convention is a treaty between the European Union and sev-
eral other countries (e.g. Switzerland, South Africa, Japan, Canada, United
States) [49]. The ratification is still in process. The convention commits
the member states to incorporate several computer crimes into their criminal
law. An identity theft will be a criminal offence in every state that signed
the convention.

9.2 Data protection law
As already mentioned there are duties to notify authorities and customers in
case of a data breach. These duties also apply to identity thefts.

10 Link to the technical part of the project
The legal framework discussed so far gives us a very high confidence degree
that the technological solutions proposed by WebSand stick to current Euro-
pean standards. In the first place, it is desirable that the policies concerning
client-side cross-domain communication set by the server guarantee that only
a given set of domains (for instance European domains) can interact within
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the application as discussed in [57]. The Websand project offers improve-
ment with respect to state-of-the-art, since those coarse-grained policies can
be set consistently for different types of mash-up components by means of
the framework developed by WP2. Having a central cross-domain policy
allows developers to avoid pitfalls such as trivial cross-domain policies as
discussed in [57] and [56] (for example wildcards in flash policies). Moreover,
if communication with non-European providers like Google or Facebook is
necessary, we need fine-grained policies to control information flow in a way
that European law is not violated (for context see [47]).

In fact, one of the most important components of the current legal status
is the question of consent, as discussed in Sections 5 and 6. Subjects interact-
ing with a system have to be aware what happens with his or her data. This is
indeed technologically challenging, as discussed in Part 1, and directly corre-
sponds to the problem of web applications and information flow. It is nearly
impossible to obtain a valid consent from the data subject that is informed
and specific unless the programmer can control the flow of information. As
discussed in Part 1, this is a major short-coming of current web technology.
For most interaction patterns, in particular those integrating content from
third parties in the client side (see for example Sect. 2.2 and 2.3) current
web technology cannot effectively control the flow of sensitive information.
In the worst case, malicious third party scripts can even read the complete
DOM and cookies, thus compromising private information. Moreover, as
discussed in [56], and [60] there are major shortcomings in the way modern
web applications handle secure web-interaction such as session management,
cross-domain policies, control flow integrity and authentication.

In fact, many web applications deal with sensitive data as it is defined
legally. In the e-Health case study for instance almost all data that is stored
or transferred is considered to be sensitive. So it is important to know in
which scenarios a consent is needed and how an explicit consent can be given.
For this data, being very sensitive, an information flow to a wrong party can
lead to high costs for internal investigations and claims for compensation
by affected individuals, as discussed in Section 7. A legal approach may
state the framework for a more secure web but does not make the web more
secure. In cases where we have a personal data breach the data subject will
get a notification and company and national authorities will take measures
to minimize possible harm to the data subject. It would be beneficial for
companies and data subjects to find technical solutions for this problem.
The legal approach itself does not prevent personal data breaches, so there
is a need for a comprehensive technical solution.

In Section 8 we discussed the legal aspects of transfer and storage of
data. Again, the controllability of information flow is the centrepiece. If
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information flows to countries with lower level of data protection, it cannot
be assured that legal requirements will be fulfilled. It is therefore not possible
to enforce consent unless it can be technically controlled where the data goes
to.

As discussed in Section 9, the current criminal legislation makes it more
difficult for criminals to escape persecution. It will be complicated to find
a country to operate from without criminal rules in that field. Rules that
oblige companies to notify customers and authorities in case of identity theft
may diminish damages, but these legal approaches to the problem do not
really prevent identity theft. There is also need for technical solutions of this
problem. Controlling the flow of private information, including cookies and
securing the over-all interaction with web-applications are indeed fundamen-
tal pre-requisites to prevent identity theft.

In summary, it is clear from the legal picture on privacy and consent that
in order to comply with the law, web application developers should have tools
to ensure they can control as much as possible of the sensitive data flow.
In this respect, the WebSand Framework will provide scientifically sound
solutions for coping with fine-grained policies on the flow of sensitive data
and thus allow application developers to ensure they comply with European
standards on privacy and consent.

On the other hand, WebSand is not able to solve every problem concerning
privacy and data protection. Although it is true that the transmission of
personalized data to third parties can be monitored more effectively by using
the technical results of this project, the problem that third parties are able
to read out IP addresses still remains unsolved. From a legal perspective the
IP address is personal data and its disclosure to unauthorized parties also
needs to be avoided. This legal consequence would force us to obtain consent
for the transmission of the users IP address to a third party we deal with
when we are unsure if this third party reads out the address. However this
goes out of the scope of the technological solutions proposed by the WebSand
project.

In the following we make this considerations more specific guided by the
e-Health scenario as described in [60].

Examples from the e-Health scenario The e-Health application as con-
sidered in the Websand project consists of a server-side mashup to integrate
electronic health records (EHR) with other patient and application data and
a client-side code mashup to provide geolocation and search facilities to end-
users (for more details see [60]). In the following we consider some illustrative
cases that arise in this context and where the security shortcomings of the
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state-of-the-art can be improved with the Websand technology resulting in
better compliance with respect to the discussed legal framework.

Example 1: A doctor uses a search facility to look in an academic database
for information about a certain symptom/disease/medication. A malicious
script could be inserted in the third party that could compromise a patient’s
private data, by reading the doctor’s browser DOM.

If the data of the patient is disclosed to unauthorized parties this can
cause liability for the server provider or even the doctor. In order to diminish
this liability the national data protection authority and the patient have
to be notified immediately and the reason for this data breach has to be
investigated. As already said this causes high costs and does not prevent
any damages. The technical approach of WebSand goes far beyond the legal
approach because it is a preventive measure. It is a more effective approach
and closes a gap the law cannot close.

In fact the fine-grained access control policies and enforcement tools of
WP4 (as described in [59] and [62] respectively) can prevent the searching
facility from reading from the DOM. If however we want to allow the appli-
cation to read certain parts of the DOM for local use, but we wish to prevent
it from forwarding it to an undesired domain, the run-time monitoring of
WP3 provides the means to enforce this very fine-grained information flow
policies (see [58] and the prototypes of [61]).

Example 2: A doctor must be logged in to see a patient’s private data.
A nurse can be allowed to see certain data from selected patients, if allowed
by the relevant policies (say, permitted by the treating doctor). A nurse can
try to change the parameters (ID of patient) in the URL and bypass the
authentication mechanism.

Legal consequences: Again the doctor is liable for a data breach. A
disclosure of data that only the doctor is allowed to retrieve is a violation of
personal rights of the patient. He or she is also responsible for his employees.
The nurse would commit a criminal offense in that case but again this does
not hinder a data breach. Liability in civil law, the law of data protection
and criminal law can just have repressive effect.

The technical measures devised by WP2 on control flow integrity have a
preventive effect in this case, since path traversal attacks are detected by the
framework because they violate pre-established workflows (so a user has to
authenticate before accessing the patient’s private data).

Example 3: A doctor wants to share patient private information with
another doctor for the purpose of research. For this, he has to ask the patient
for consent.

Legal requirements: Medical data is very sensitive data. Art. 8 DPD says
that for the transmission of medical data the consent of the patient has to be
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explicit. As a result this consent is subject to stringent requirements. This
consent may also be given in an electronic way, but needs to be as explicit
as a written consent. Of course the transmission of data is limited to the
purposes the patient has consented in. It is highly recommended to record
this consent.

To this respect, the two-authentication factor by means of an applica-
tion installed on a mobile device as proposed by WP2 (see [57]) provides a
strong authentication mechanism that increases the degree of confidence in
the patient consent process.
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Part IV

Conclusions
In this deliverable we describe on the one hand the security requirements and
security properties of the patterns of interaction for the internet of the future,
which are defined in [60]. These interaction patterns have been analysed from
the point of view of the different parties involved: the end-user, the provider
of the web application and possibly other parties. For every interaction
pattern in the pattern catalogue, the security requirements and shortcomings
of current implementations are described. Moreover we have enriched this
discussion with respect to the M12 version, where requirements for some
patterns where missing.

On the other hand, the second main contribution of this deliverable is
the discussion of the state of the art of European law with respect to critical
aspects of the project. In the following we summarize the main insights
gained from this research, the relationship to the technological state of the
art to enforce legal requirements and the role played by the technical solutions
proposed in WebSand to improve short-comings in this respect.

Information flow needs the user’s consent whenever personalized informa-
tion is collected or transmitted to a third party. As discussed in the technical
part of this deliverable and in [56], currently there are no sound solutions to
deal with fine-grained information flow policies and there are even shortcom-
ings with standard web application interaction. In order to create legally
correct web-pages and applications with current technology one would have
to forego modern design option like mash-ups and strong authentication in
order to avoid data transfers to unauthorized parties.

WebSand gives us the possibility to control both secure web interaction
and fine-grained information flow. If a user does not consent into the trans-
mission of his personalized data to a third party, WebSand is able to prevent
information flow to this party. Modern design options can be used but in
the end it is the user who makes the decision what happens with his data.
There have also been legal approaches to identity theft. One approach is
the Cyber Crime Convention which ensures that identity theft will be crim-
inalised worldwide. Another approach is the liability for data breach which
implies notifications if an identity theft has happened in order to diminish
damages. The last approach may diminish damages for the costumers but is
very costly for companies.

In summary, it is clear from the legal picture on privacy and consent that
in order to comply with the law, web application developers should have tools
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to ensure they control as much as possible the flow of sensitive data and the
consent of users when transmitting sensitive information. In this respect,
the WebSand Framework already provides scientifically sound solutions for
coping with both coarse and fine-grained policies on the flow of sensitive data
and thus allow application developers to ensure they comply with European
standards on privacy and consent.
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